Angela Moore 

FOIA Office (Contract Attorney) 

Office of the Solicitor 

U.S. Department of the Interior 

1849 C Street, N.W. 

Washington D C. 20240 
Office: (202) 208-5079 
anoela moore@sol doi.oov 

On Tue, Jun 19, 2018 at 2:18 PM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hello again, everyone. More great questions have amved and my answers are again in italics. 

1) What if there is a letter in DTS sent to or from a PAS, NCSE, and/or Schedule C employee, and one of our employees retrieves the letter and emails it 
internally or externally? E g., Congressional correspondence that is submitted to the Secretary, then routed to a bureau in DTS, retrieved from DTS by non- 
PAS, NCSE, and/or Schedule C employees and only emailed to non-PAS, NCSE, and/or Schedule C employees. 

It goes to her. I would strongly suggest letting her know that is her only involvement and directing her to where it is in the package. 

2) Do calendars trigger awareness reviews? 

Not unless they are included in an email or attachment to an email. Only emails and attachments to emails trigger awareness reviews. 

3) What if a search turns up an old email naming a current PAS, NCSE, and/or Schedule C employee who wasn't in a Departmental position when the 
email was sent (for example, it was sent when the PAS, NCSE, and/or Schedule C employee was an employee of company X or an elected official in state 
Y)? 

It goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

4) Are there any awareness reviews that should not go directly-or only-to the PAS, NCSE, and/or Schedule C employee? 

Awareness reviews for the Deputy Secretary should go to his assistant (Gareth Rees) and awareness reviews for the Secretary should go to the Deputy 
Chief of Staff for Policy (Downey Magallanes). Other awareness reviews should go directly to the PAS, NCSE, and/or Schedule C employee. 
Additionally, the Deputy Chief of Staff for Policy (Ms. Magallanes) should be carbon copied on any awareness reviews that are sent to the Chief of Staff 
to the Secretary (Scott Hommel), the Executive Assistant to the Secretary (Caroline Boulton), and/or the Executive Assistant to the Chief of Staff (Elinor 
Werner (nee Renner)). 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, May 30, 2018 at 3:11 PM, Cafaro, Cindy < cindv cafarorg)ios.doi.gov> wrote: 

Good afternoon. Great questions have already come in about the awareness process and I am sharing the questions and answers with the group. My 
answers are in italics. 

1) Will there be an updated list of PAS, NCSE, and/or Schedule C employees distributed? Yes. I have just shared a OCIO spreadsheet with this group 
that OCIO will update on a monthly basis. 

2) It looks like we are only concerned with emails and attachments to emails. So if something went through DTS and we locate it in DTS, but not in the 
email system, it does not need to go up through the awareness process no matter whose name appears in the document or who signed it? Yes. 

3) If the email triggering an awareness review has been released before, should an awareness review still occur? Yes, send the package to him. I 
would strongly suggest letting him know that is his only involvement, it has already been released, and directing him to where it is in the package. 

4) If the email triggering an awareness review has been released before, is already online, and a link is being sent to the requester rather than a package 
of materials, should an awareness review still occur? Yes, send the package to her. I would strongly suggest letting her know that is her only 
involvement, it has already been released, and directing her to where it is on the website. 

5) What about unsolicited comments sent by members of the public to a public-facing email account that bears our Director’s name? If your Director 
is a PAS, NCSE, and or Schedule C employee, it goes to him. If not, it doesn't. 

6) When we send the records up, do we send finalized redactions or just the temporary redactions so they can see what was withheld? Looks like it says 
finalized, but just want to be sure. Yes, finalized redactions. 

7) Does footnote 8 mean every random person who gets their hands on a FOIA all just reach out to whoever^ PAS, NCSE, and/or Schedule C 
employee directly? You have discretion as to whether the contact comes directly from the Action Office or is more centralized within the bureau 
(Personally, I prefer centralization) It would not come from random people though; it is the FOIA personnel in the Action Office that have collected the 
records, reviewed them, and has the redactions reviewed and applied (as needed)-all of which must occur before an awareness review. Non-FOIA 
personnel would never send up an awareness review. 

8) Do they need to see the outgoing letter as well? The incoming request? Or just the records? You have discretion. I would include the incoming 
request as part of the awareness notification. 

9) What are we doing when we notify the SOL attorney in step 2, ii? Just letting them know that if s going up? Or are they supposed to review 
again within 72 hours? The purpose is to let them know it is going up. 

10) I've heard a PAS, NCSE, and/or Schedule C employee wants to delegate their review to someone on their staff - do we care? Should we just send to 
who they designate? Insist that it goes to the political + the designee? I would send it to the person + their designee, unless the person had sent written 
direction that this was delegated to the designee and they should not be included. 

11) I'm still not totally clear on what they want to see. Here are some examples of things I would worry about, because I'm just not sure: 

- email with 20 people cc'd and one of them is a PAS, NCSE, and/or Schedule C employee, he doesn't respond, that's the only place he appears It goes 
to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

- email from Chief of Staff directly to a PAS, NCSE, and/or Schedule C employee , she doesn't respond, that's the only place she appears It goes to 
her. I would strongly suggest letting her know that is her only involvement and directing her to where it is in the package. 

- email between two bureau employees that states "we'll need to get [a PAS, NCSE, and/or Schedule C employee] to sign off on this", and he’s never 
mentioned again It goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

- outgoing letter responding to an inquiry from a member of the public with Secretary's signature It is not an email, so it does not go to him. 

- memo sent to all employees by a PAS, NCSE, and/or Schedule C employee If it was sent via email, it goes to her. Otherwise, it does not. 

- email that is being withheld in full, but names a PAS, NCSE, and/or Schedule C employee (“We were told this is close hold, but today at the meeting 
John Smith speculated that we may soon start working on ideas for .) and that’s the only place the name appeared It goes to him. I would strongly 
suggest letting him know that is his only involvement and directing him to where it is redacted in the package. 
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- email from a PAS, NCSE, and/or Schedule C employee reviewed and found in interim release #6 of 10. Do we just send her that interim release? Or 
also everything that already went out? And then for the next 4 interim releases where she’s not mentioned again? The package for release #6 goes to 
her. I would let her know it is release #6 and more releases are anticipated, but would not send the earlier (or later) packages unless requested to do so. 

- all-employee memo signed by a PAS, NCSE, and/or Schedule C employee, but the email transmitting the memo was sent by HR, would that go 
up? Yes. 

- email between two bureau employees stating “This is one of the Secretary’s priorities" but they don't name the Secretary (but from the dates we can 
see it’s from this administration) or mention him anywhere else. Would that go up? No. 

12) Once the PAS, NCSE, and/or Schedule C employee has left DOI that's the end of our obligation right? Yes. 

13) What about stuff that very clearly needs to go to either our own Director or AS? This memo doesn't stop your"usual response process," and if those 
notifications are part of it, no problem. 

14) How far up the chain on DOI does this affect us? If I am reading this correctly, it means White House level personnel/staffers, etc. and not so 
much DOI personnel, the Secretary being the exception? There are about 90 PAS, NCSE, and/or Schedule C employees in the Department. (Listed 
in OCIO spreadsheet discussed above) These kinds of Departmental employees are the only people that trigger the awareness process. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Thu, May 24, 2018 at 10:16 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Good morning. Please find attached a memorandum formalizing the Department's awareness process for FOIA productions. 

The memorandum provides background on the awareness process and instructions on how to conduct it. 

If you have any questions or need assistance, please contact your Bureau FOIA Officer or me. 

Thank you. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

Subject: 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 
Tue Jun 19 2018 13:10:52 GMT-0600 (MDT) 
"Wilson, Charis" <charis_wi!son@nps.gov> 
Re: Awareness Process for FOIA Productions 


Hi, Charis. I did not say something that went through DTS never went through the awareness process. 

What I said was (emphasis added): 

2) It looks like we are only concerned with emails and attachments to emails. So if something went through DTS and we locate it in DTS, but not in the 
email system, it does not need to go up through the awareness process no matter whose name appears in the document or who signed it? Yes. 

I don't think I'm following your second point. Should we talk? Also, can we do the audit tomorrow? 

Thanks again 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Tue, Jun 19, 2018 at 3:02 PM, Wilson, Charis < charis wilson@nps.aov > wrote: 

Hi Cindy, 

Item 1 appears to contradict your answer to item 2 in your May 30 email, wherein you said that correspondence that had gone through the full DTS 
process did NOT need to be sent through the awareness process. 

Additionally, our WASO FOIA coordinator and I would suggest that for item 4 of the most recent email, that the appropriate central point-of-contact be 
listed on the main political list that is supposed to be maintained on Google Drive. That way there is one central point where everyone can go to get the 
most updated information, without having to try and scroll through multiple email threads to find the appropriate contact information. 

C. 


Ms. Charis Wilson, Ph,D., CRM 

NPS FOIA Officer 

12795 W. Alameda Parkway 

PO Box 25287 
Denver, CO 80225-0287 
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303-969-2959 
Fax: 303-969-2557 
1-855-NPS-FOIA 

"What we find changes who we become." - Peter Morville 

"The historian works with records...there is no substitute for records: no records, no history." - Paraphrasing Langlois & 
Seignobos (1903) 

"Let us be guardians, not gardeners" - Unknown, From 1963 Living Wilderness editorial - Attributed to Adolph Murie 


On Tue, Jun 19, 2018 at 12:18 PM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hello again, everyone. More great questions have arrived and my answers are again in italics. 

1) What if there is a letter in DTS sent to or from a PAS, NCSE, and/or Schedule C employee, and one of our employees retrieves the letter and emails 
it internally or externally? E g., Congressional correspondence that is submitted to the Secretary, then routed to a bureau in DTS, retrieved from DTS 
by non-PAS, NCSE, and/or Schedule C employees and only emailed to non-PAS, NCSE, and/or Schedule C employees. 

It goes to her. I would strongly suggest letting her know that is her only involvement and directing her to where it is in the package. 

2) Do calendars trigger awareness reviews? 

Not unless they are included in an email or attachment to an email. Only emails and attachments to emails trigger awareness reviews. 

3) What if a search turns up an old email naming a current PAS, NCSE, and/or Schedule C employee who wasn't in a Departmental position when the 
email was sent (for example, it was sent when the PAS, NCSE, and/or Schedule C employee was an employee of company X or an elected official in 
state Y)? 

It goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

4) Are there any awareness reviews that should not go directly~or only-to the PAS, NCSE, and/or Schedule C employee? 

Awareness reviews for the Deputy Secretary should go to his assistant (Gareth Rees) and awareness reviews for the Secretary should go to the 
Deputy Chief of Staff for Policy (Downey Magallanes). Other awareness reviews should go directly to the PAS, NCSE, and/or Schedule C employee. 
Additionally, the Deputy Chief of Staff for Policy (Ms. Magallanes) should be carbon copied on any awareness reviews that are sent to the Chief of 
Staff to the Secretary (Scott Hommel), the Executive Assistant to the Secretary (Caroline Boulton), and/or the Executive Assistant to the Chief of Staff 
(Elinor Werner (nee Renner)). 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, May 30, 2018 at 3:11 PM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Good afternoon. Great questions have already come in about the awareness process and I am sharing the questions and answers with the group. 
My answers are in italics. 

1) Will there be an updated list of PAS, NCSE, and/or Schedule C employees distributed? Yes. I have just shared a OCIO spreadsheet with this 
group that OCIO will update on a monthly basis. 

2) It looks like we are only concerned with emails and attachments to emails. So if something went through DTS and we locate it in DTS, but not in the 
email system, it does not need to go up through the awareness process no matter whose name appears in the document or who signed it? Yes. 

3) If the email triggering an awareness review has been released before, should an awareness review still occur? Yes, send the package to him. I 
would strongly suggest letting him know that is his only involvement, it has already been released, and directing him to where it is in the package. 

4) If the email triggering an awareness review has been released before, is already online, and a link is being sent to the requester rather than a 
package of materials, should an awareness review still occur? Yes, send the package to her. I would strongly suggest letting her know that is her 
only involvement, it has already been released, and directing her to where it is on the website. 

5) What about unsolicited comments sent by members of the public to a public-facing email account that bears our Director's name? If your 
Director is a PAS, NCSE, and or Schedule C employee, it goes to him. If not, it doesn't. 

6) When we send the records up, do we send finalized redactions or just the temporary redactions so they can see what was withheld? Looks like it 
says finalized, but just want to be sure. Yes, finalized redactions. 

7) Does footnote 8 mean every random person who gets their hands on a FOIA all just reach out to whoeveris PAS, NCSE, and/or Schedule C 
employee directly? You have discretion as to whether the contact comes directly from the Action Office or is more centralized within the bureau. 
(Personally, I prefer centralization ) It would not come from random people though, it is the FOIA personnel in the Action Office that have collected the 
records, reviewed them, and has the redactions reviewed and applied (as needed)-all of which must occur before an awareness review. Non-FOIA 
personnel would never send up an awareness review. 

8) Do they need to see the outgoing letter as well? The incoming request? Or just the records? You have discretion. I would include the incoming 
request as part of the awareness notification. 

9) What are we doing when we notify the SOL attorney in step 2, ii? Just letting them know that it’s going up? Or are they supposed to review 
again within 72 hours? The purpose is to let them know it is going up. 

10) I've heard a PAS, NCSE, and/or Schedule C employee wants to delegate their review to someone on their staff - do we care? Should we just send 
to who they designate? Insist that it goes to the political + the designee? I would send it to the person + their designee, unless the person had sent 
written direction that this was delegated to the designee and they should not be included. 

11) I'm still not totally clear on what they want to see. Here are some examples of things I would worry about, because I'm just not sure: 

- email with 20 people cc'd and one of them is a PAS, NCSE, and/or Schedule C employee, he doesn't respond, that's the only place he appears It 
goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

- email from Chief of Staff directly to a PAS, NCSE, and/or Schedule C employee , she doesn't respond, that's the only place she appears It goes to 
her. I would strongly suggest letting her know that is her only involvement and directing her to where it is in the package. 
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- email between two bureau employees that states "we'll need to get [a PAS, NCSE, and/or Schedule C employee] to sign off on this", and he's never 
mentioned again It goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

- outgoing letter responding to an inquiry from a member of the public with Secretary's signature It is not an email, so it does not go to him. 

- memo sent to all employees by a PAS, NCSE, and/or Schedule C employee If it was sent via email, it goes to her. Otherwise, it does not. 

- email that is being withheld in full, but names a PAS, NCSE, and/or Schedule C employee f We were told this is close hold, but today at the meeting 
John Smith speculated that we may soon start working on ideas for...) and that’s the only place the name appeared It goes to him. I would strongly 
suggest letting him know that is his only involvement and directing him to where it is redacted in the package. 

- email from a PAS, NCSE, and/or Schedule C employee reviewed and found in interim release #6 of 10. Do we just send her that interim release? Or 
also everything that already went out? And then for the next 4 interim releases where she’s not mentioned again? The package for release it <5 goes to 
her. I would let her know it is release tf6 and more releases are anticipated, but would not send the earlier (or later) packages unless requested to do 
so. 

- all-employee memo signed by a PAS, NCSE, and/or Schedule C employee, but the email transmitting the memo was sent by HR, would that go 
up? Yes. 

- email between two bureau employees stating “This is one of the Secretary's priorities' but they don’t name the Secretary (but from the dates we can 
see it’s from this administration) or mention him anywhere else. Would that go up? No. 

12) Once the PAS, NCSE, and/or Schedule C employee has left DOI that’s the end of our obligation right? Yes. 

13) What about stuff that very clearly needs to goto either our own Director or AS? This memo doesn't stop your "usual response process," and if 
those notifications are part of it, no problem. 

14) How far up the chain on DOI does this affect us? If I am reading this correctly, it means White House level personnel/staffers, etc. and not so 
much DOI personnel, the Secretary being the exception? There are about 90 PAS, NCSE, and/or Schedule C employees in the Department. 

(Listed in OCIO spreadsheet discussed above) These kinds of Departmental employees are the only people that trigger the awareness process. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Thu, May 24, 2018 at 10:16 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Good morning. Please find attached a memorandum formalizing the Department's awareness process for FOIA productions. 

The memorandum provides background on the awareness process and instructions on how to conduct it 

If you have any questions or need assistance, please contact your Bureau FOIA Officer or me. 

Thank you. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

Subject: 

Thank you! 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 
Tue Jun 19 2018 13:11:04 GMT-0600 (MDT) 
"Moore, Angela" <angela.moore@sol.doi.gov> 
Re: Awareness Process for FOIA Productions 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Tue, Jun 19, 2018 at 3:04 PM, Moore, Angela <anaela.moore@sol.doi.aov> wrote: 

Thanks, Cindy. These Q&A's are extremely helpful. 

Angela 

Angela Moore 

FOIA Office (Contract Attorney) 

Office of the Solicitor 

U.S. Department of the Interior 

1849 C Street, N.W. 

Washington D.C. 20240 
Office: (202) 208-5079 
anqela rooore@sol doi.gov 

On Tue, Jun 19, 2018 at 2:18 PM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hello again, everyone. More great questions have arrived and my answers are again in italics. 

1) What if there is a letter in DTS sent to or from a PAS, NCSE, and/or Schedule C employee, and one of our employees retrieves the letter and emails 
it internally or externally? E g., Congressional correspondence that is submitted to the Secretary, then routed to a bureau in DTS, retrieved from DTS 
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by non-PAS, NCSE, and/or Schedule C employees and only emailed to non-PAS, NCSE, and/or Schedule C employees. 

It goes to her. I would strongly suggest letting her know that is her only involvement and directing her to where it is in the package. 

2) Do calendars trigger awareness reviews? 

Not unless they are included in an email or attachment to an email. Only emails and attachments to emails trigger awareness reviews. 

3) What if a search turns up an old email naming a current PAS, NCSE, and/or Schedule C employee who wasn't in a Departmental position when the 
email was sent (for example, it was sent when the PAS, NCSE, and/or Schedule C employee was an employee of company X or an elected official in 
state Y)? 

It goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

4) Are there any awareness reviews that should not go directfy-or only-to the PAS, NCSE, and/or Schedule C employee? 

Awareness reviews for the Deputy Secretary should go to his assistant (Gareth Rees) and awareness reviews for the Secretary should go to the 
Deputy Chief of Staff for Policy (Downey Magallanes). Other awareness reviews should go directly to the PAS, NCSE, and/or Schedule C employee. 
Additionally, the Deputy Chief of Staff for Policy (Ms. Magallanes) should be carbon copied on any awareness reviews that are sent to the Chief of 
Staff to the Secretary (Scott Hommel), the Executive Assistant to the Secretary (Caroline Boulton), and/or the Executive Assistant to the Chief of Staff 
(Elinor Werner (nee Renner)). 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, May 30, 2018 at 3:11 PM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Good afternoon. Great questions have already come in about the awareness process and I am sharing the questions and answers with the group. 
My answers are in italics. 

1) Will there be an updated list of PAS, NCSE, and/or Schedule C employees distributed? Yes. I have just shared a OCIO spreadsheet with this 
group that OCIO will update on a monthly basis 

2) It looks like we are only concerned with emails and attachments to emails. So if something went through DTS and we locate it in DTS, but not in the 
email system, it does not need to go up through the awareness process no matter whose name appears in the document or who signed it? Yes. 

3) If the email triggering an awareness review has been released before, should an awareness review still occur? Yes, send the package to him. I 
would strongly suggest letting him know that is his only involvement, it has already been released, and directing him to where it is in the package 

4) If the email triggering an awareness review has been released before, is already online, and a link is being sent to the requester rather than a 
package of materials, should an awareness review still occur? Yes, send the package to her. I would strongly suggest letting her know that is her 
only involvement, it has already been released, and directing her to where it is on the website. 

5) What about unsolicited comments sent by members of the public to a public-facing email account that bears our Director's name? If your 
Director is a PAS, NCSE, and or Schedule C employee, it goes to him. If not, it doesn't. 

6) When we send the records up, do we send finalized redactions or just the temporary redactions so they can see what was withheld? Looks like it 
says finalized, but just want to be sure. Yes, finalized redactions. 

7) Does footnote 8 mean every random person who gets their hands on a FOIA all just reach out to whoevefs PAS, NCSE, and/or Schedule C 
employee directly? You have discretion as to whether the contact comes directly from the Action Office or is more centralized within the bureau. 
(Personally, I prefer centralization ) It would not come from random people though; it is the FOIA personnel in the Action Office that have collected the 
records, reviewed them, and has the redactions reviewed and applied (as needed)-all of which must occur before an awareness review. Non-FOIA 
personnel would never send up an awareness review. 

8) Do they need to see the outgoing letter as well? The incoming request? Or just the records? You have discretion. I would include the incoming 
request as part of the awareness notification. 

9) What are we doing when we notify the SOL attorney in step 2, ii? Just letting them know that if s going up? Or are they supposed to review 
again within 72 hours? The purpose is to let them know it is going up. 

10) I've heard a PAS, NCSE, and/or Schedule C employee wants to delegate their review to someone on their staff - do we care? Should we just send 
to who they designate? Insist that it goes to the political + the designee? I would send it to the person + their designee, unless the person had sent 
written direction that this was delegated to the designee and they should not be included. 

11) I'm still not totally clear on what they want to see. Here are some examples of things I would worry about, because I'm just not sure: 

- email with 20 people cc'd and one of them is a PAS, NCSE, and/or Schedule C employee, he doesn't respond, that's the only place he appears It 
goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

- email from Chief of Staff directly to a PAS, NCSE, and/or Schedule C employee, she doesn't respond, thafs the only place she appears It goes to 
her. I would strongly suggest letting her know that is her only involvement and directing her to where it is in the package. 

- email between two bureau employees that states "we'll need to get [a PAS, NCSE, and/or Schedule C employee] to sign off on this”, and he's never 
mentioned again It goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

- outgoing letter responding to an inquiry from a member of the public with Secretary's signature It is not an email, so it does not go to him. 

- memo sent to all employees by a PAS, NCSE, and/or Schedule C employee If it was sent via email, it goes to her. Otherwise, it does not. 

- email that is being withheld in full, but names a PAS, NCSE, and/or Schedule C employee (“We were told this is close hold, but today at the meeting 
John Smith speculated that we may soon start working on ideas for .) and thafs the only place the name appeared It goes to him. I would strongly 
suggest letting him know that is his only involvement and directing him to where it is redacted in the package. 

- email from a PAS, NCSE, and/or Schedule C employee reviewed and found in interim release #6 of 10. Do we just send her that interim release? Or 
also everything that already went out? And then for the next 4 interim releases where she's not mentioned again? The package for release #6 goes to 
her. I would let her know it is release #6 and more releases are anticipated, but would not send the earlier (or later) packages unless requested to do 
so. 

- all-employee memo signed by a PAS, NCSE, and/or Schedule C employee, but the email transmitting the memo was sent by HR, would that go 
up? Yes. 

- email between two bureau employees stating “This is one of the Secretary’s priorities’' but they don't name the Secretary (but from the dates we can 
see it's from this administration) or mention him anywhere else. Would that go up? No. 

12) Once the PAS, NCSE, and/or Schedule C employee has left DOI thafs the end of our obligation right? Yes. 

13) What about stuff that very clearly needs to go to either our own Director or AS? This memo doesn't stop your "usual response process, ” and if 
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those notifications are part of it, no problem 


14) How far up the chain on DOI does this affect us? If I am reading this correctly, it means White House level personnel/staffers, etc. and not so 
much DOI personnel, the Secretary being the exception? There are about 90 PAS, NCSE, and/or Schedule C employees in the Department 
(Listed in OCIO spreadsheet discussed above ) These kinds of Departmental employees are the only people that trigger the awareness process. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Thu, May 24, 2018 at 10:16 AM, Cafaro, Cindy < cindv cafaro@ios.doi.oov > wrote: 

Good morning. Please find attached a memorandum formalizing the Department's awareness process for FOIA productions. 

The memorandum provides background on the awareness process and instructions on how to conduct it 

If you have any questions or need assistance, please contact your Bureau FOIA Officer or me. 

Thank you. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 

From: "Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Sent: TueJun 19 2018 13:11:20 GMT-0600 (MDT) 

To: Robert Howarth <robert_howarth@ios.doi.gov> 

Subject: Fwd: Awareness Process for FOIA Productions 

FYI. Leah likes them too. :) 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

-Forwarded message- 

From: Moore, Angela < anaela.moore@sol.doi.aov> 

Date: Tue, Jun 19, 2018 at 3:04 PM 

Subject: Re: Awareness Process for FOIA Productions 

To: "Cafaro, Cindy” < cindv cafaro@ios.doi.aov> 


Thanks, Cindy. These Q&A's are extremely helpful. 

Angela 

Angela Moore 

FOIA Office (Contract Attorney) 

Office of the Solicitor 

U.S. Department of the Interior 

1849 C Street, N.W. 

Washington D.C. 20240 
Office: (202) 208-5079 
anaela moorei®sol doi.gov 

On Tue, Jun 19, 2018 at 2:18 PM, Cafaro, Cindy < cindv_cafarorg)ios.doi.gov > wrote: 

Hello again, everyone. More great questions have amved and my answers are again in italics. 

1) What if there is a letter in DTS sent to or from a PAS, NCSE, and/or Schedule C employee, and one of our employees retrieves the letter and emails it 
internally or externally? E g., Congressional correspondence that is submitted to the Secretary, then routed to a bureau in DTS, retrieved from DTS by non- 
PAS, NCSE, and/or Schedule C employees and only emailed to non-PAS, NCSE, and/or Schedule C employees. 

It goes to her. I would strongly suggest letting her know that is her only involvement and directing her to where it is in the package. 

2) Do calendars trigger awareness reviews? 

Not unless they are included in an email or attachment to an email. Only emails and attachments to emails trigger awareness reviews. 

3) What if a search turns up an old email naming a current PAS, NCSE, and/or Schedule C employee who wasn't in a Departmental position when the 
email was sent (for example, it was sent when the PAS, NCSE, and/or Schedule C employee was an employee of company X or an elected official in state 
Y)? 

It goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

4) Are there any awareness reviews that should not go directly-or only-to the PAS, NCSE, and/or Schedule C employee? 

Awareness reviews for the Deputy Secretary should go to his assistant (Gareth Rees) and awareness reviews for the Secretary should go to the Deputy 
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Chief of Staff for Policy (Downey Magallanes). Other awareness reviews should go directly to the PAS, NCSE, and/or Schedule C employee. 
Additionally, the Deputy Chief of Staff for Policy (Ms. Magallanes) should be carbon copied on any awareness reviews that are sent to the Chief of Staff 
to the Secretary (Scott Hommel), the Executive Assistant to the Secretary (Caroline Boulton), and/or the Executive Assistant to the Chief of Staff (Elinor 
Wemer (nee Renner)). 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, May 30, 2018 at 3:11 PM, Cafaro, Cindy < cindv_cafaro(g)ios.doi.g ov> wrote: 

Good afternoon. Great questions have already come in about the awareness process and I am sharing the questions and answers with the group. My 
answers are in italics. 

1) Will there be an updated list of PAS, NCSE, and/or Schedule C employees distributed? Yes I have just shared a OCIO spreadsheet with this group 
that OCIO will update on a monthly basis. 

2) It looks like we are only concerned with emails and attachments to emails. So if something went through DTS and we locate it in DTS, but not in the 
email system, it does not need to go up through the awareness process no matter whose name appears in the document or who signed it? Yes. 

3) If the email triggering an awareness review has been released before, should an awareness review still occur? Yes, send the package to him I 
would strongly suggest letting him know that is his only involvement, it has already been released, and directing him to where it is in the package. 

4) If the email triggering an awareness review has been released before, is already online, and a link is being sent to the requester rather than a package 
of materials, should an awareness review still occur? Yes, send the package to her. I would strongly suggest letting her know that is her only 
involvement, it has already been released, and directing her to where it is on the website. 

5) What about unsolicited comments sent by members of the public to a public-facing email account that bears our Director’s name? If your Director 
is a PAS, NCSE, and or Schedule C employee, it goes to him. If not, it doesn't. 

6) When we send the records up, do we send finalized redactions or just the temporary redactions so they can see what was withheld? Looks like it says 
finalized, but just want to be sure. Yes, finalized redactions. 

7) Does footnote 8 mean every random person who gets their hands on a FOIA all just reach out to whoever’s PAS, NCSE, and/or Schedule C 
employee directly? You have discretion as to whether the contact comes directly from the Action Office or is more centralized within the bureau. 
(Personally, I prefer centralization) It would not come from random people though; it is the FOIA personnel in the Action Office that have collected the 
records, reviewed them, and has the redactions reviewed and applied (as needed)-all of which must occur before an awareness review. Non-FOIA 
personnel would never send up an awareness review. 

8) Do they need to see the outgoing letter as well? The incoming request? Or just the records? You have discretion I would include the incoming 
request as part of the awareness notification. 

9) What are we doing when we notify the SOL attorney in step 2, ii? Just letting them know that if s going up? Or are they supposed to review 
again within 72 hours? The purpose is to let them know it is going up. 

10) I've heard a PAS, NCSE, and/or Schedule C employee wants to delegate their review to someone on their staff - do we care? Should we just send to 
who they designate? Insist that it goes to the political + the designee? I would send it to the person + their designee, unless the person had sent written 
direction that this was delegated to the designee and they should not be included. 

11) I'm still not totally clear on what they want to see. Here are some examples of things I would worry about, because I'm just not sure: 

- email with 20 people cc'd and one of them is a PAS, NCSE, and/or Schedule C employee, he doesn't respond, thafs the only place he appears It goes 
to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

- email from Chief of Staff directly to a PAS, NCSE, and/or Schedule C employee , she doesn't respond, thafs the only place she appears It goes to 
her. I would strongly suggest letting her know that is her only involvement and directing her to where it is in the package. 

- email between two bureau employees that states "we'll need to get [a PAS, NCSE, and/or Schedule C employee] to sign off on this", and he's never 
mentioned again It goes to him I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

- outgoing letter responding to an inquiry from a member of the public with Secretary's signature It is not an email, so it does not go to him 

- memo sent to all employees by a PAS, NCSE, and/or Schedule C employee If it was sent via email, it goes to her. Otherwise, it does not. 

- email that is being withheld in full, but names a PAS, NCSE, and/or Schedule C employee ("We were told this is close hold, but today at the meeting 
John Smith speculated that we may soon start working on ideas for...) and thafs the only place the name appeared It goes to him. I would strongly 
suggest letting him know that is his only involvement and directing him to where it is redacted in the package. 

- email from a PAS, NCSE, and/or Schedule C employee reviewed and found in interim release #6 of 10. Do we just send her that interim release? Or 
also everything that already went out? And then for the next 4 interim releases where she's not mentioned again? The package for release #6 goes to 
her. I would let her know it is release #6 and more releases are anticipated, but would not send the earlier (or later) packages unless requested to do so. 

- all-employee memo signed by a PAS, NCSE, and/or Schedule C employee, but the email transmitting the memo was sent by HR, would that go 
up? Yes. 

- email between two bureau employees stating “This is one of the Secretary's priorities" but they don't name the Secretary (but from the dates we can 
see ifs from this administration) or mention him anywhere else. Would that go up? No. 

12) Once the PAS, NCSE, and/or Schedule C employee has left DOI thafs the end of our obligation right? Yes. 

13) What about stuff that very clearly needs to go to either our own Director or AS? This memo doesn't stop your "usual response process," and if those 
notifications are part of it, no problem. 

14) How far up the chain on DOI does this affect us? If I am reading this correctly, it means White House level personnel/staffers, etc. and not so 
much DOI personnel, the Secretary being the exception? There are about 90 PAS, NCSE, and/or Schedule C employees in the Department. (Listed 
in OCIO spreadsheet discussed above) These kinds of Departmental employees are the only people that trigger the awareness process. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Thu, May 24, 2018 at 10:16 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov> wrote: 

Good morning. Please find attached a memorandum formalizing the Departments awareness process for FOIA productions. 
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The memorandum provides background on the awareness process and instructions on how to conduct it 
If you have any questions or need assistance, please contact your Bureau FOIA Officer or me. 

Thank you. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 


"Wilson, Charis" <charis wilson@nps.gov> 


From: 

Sent: 

To: 

Subject: 


"Wilson, Charis" <charis_wilson@nps.gov> 
Tue Jun 19 2018 13:28:40 GMT-0600 (MDT) 
"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 
Re: Awareness Process for FOIA Productions 


I will be teleworking tomorrow morning but can do a quick one. Or what would be easier would be if you want to highlight the fields you have issues with, 
since as I said I have now done several reviews and sent out multiple requests to folks to update and correct data within EFTS. 

C. 


Ms. Charis Wilson, Ph,D., CRM 

NPS FOIA Officer 

12795 W. Alameda Parkway 

PO Box 25287 

Denver, CO 80225-0287 

303-969-2959 

Fax: 303-969-2557 

1-855-NPS-FOIA 

"What we find changes who we become." - Peter Morville 

"The historian works with records...there is no substitute for records: no records, no history." - Paraphrasing Langlois & 
Seignobos (1903) 

"Let us be guardians, not gardeners" - Unknown, From 1963 Living Wilderness editorial - Attributed to Adolph Murie 


On Tue, Jun 19, 2018 at 1:10 PM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hi, Charis. I did not say something that went through DTS never went through the awareness process. 

What I said was (emphasis added): 

2) It looks like we are only concerned with emails and attachments to emails. So if something went through DTS and we locate it in DTS, but not in the 
email system, it does not need to go up through the awareness process no matter whose name appears in the document or who signed it? Yes. 

I don't think I'm following your second point. Should we talk? Also, can we do the audit tomorrow? 

Thanks again. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Tue, Jun 19, 2018 at 3:02 PM, Wilson, Charis < charis wilson@nps.aov > wrote: 

Hi Cindy, 

Item 1 appears to contradict your answer to item 2 in your May 30 email, wherein you said that correspondence that had gone through the full DTS 
process did NOT need to be sent through the awareness process. 

Additionally, our WASO FOIA coordinator and I would suggest that for item 4 of the most recent email, that the appropriate central point-of-contact be 
listed on the main political list that is supposed to be maintained on Google Drive. That way there is one central point where everyone can go to get 
the most updated information, without having to try and scroll through multiple email threads to find the appropriate contact information. 

C. 


Ms. Charis Wilson, Ph,D„ CRM 
NPS FOIA Officer 
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12795 W. Alameda Parkway 

PO Box 25287 

Denver, CO 80225-0287 

303-969-2959 

Fax: 303-969-2557 

1-855-NPS-FOIA 

"What we find changes who we become." - Peter Morville 

"The historian works with records...there is no substitute for records: no records, no history." - Paraphrasing Langlois & 
Seignobos (1903) 

"Let us be guardians, not gardeners" - Unknown, From 1963 Living Wilderness editorial - Attributed to Adolph Murie 


On Tue, Jun 19, 2018 at 12:18 PM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hello again, everyone. More great questions have arrived and my answers are again in italics. 

1) What if there is a letter in DTS sent to or from a PAS, NCSE, and/or Schedule C employee, and one of our employees retrieves the letter and 
emails it internally or externally? E.g., Congressional correspondence that is submitted to the Secretary, then routed to a bureau in DTS, retrieved 
from DTS by non-PAS, NCSE, and/or Schedule C employees and only emailed to rton-PAS, NCSE, and/or Schedule C employees. 

It goes to her. I would strongly suggest letting her know that is her only involvement and directing her to where it is in the package. 

2) Do calendars trigger awareness reviews? 

Not unless they are included in an email or attachment to an email Only emails and attachments to emails trigger awareness reviews. 

3) What if a search turns up an old email naming a current PAS, NCSE, and/or Schedule C employee who wasn't in a Departmental position when 
the email was sent (for example, it was sent when the PAS, NCSE, and/or Schedule C employee was an employee of company X or an elected official 
in state Y)? 

It goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

4) Are there any awareness reviews that should not go directly-or only-to the PAS, NCSE, and/or Schedule C employee? 

Awareness reviews for the Deputy Secretary should go to his assistant (Gareth Rees) and awareness reviews for the Secretary should go to the 
Deputy Chief of Staff for Policy (Downey Magallanes). Other awareness reviews should go directly to the PAS, NCSE, and/or Schedule C 
employee. 

Additionally, the Deputy Chief of Staff for Policy (Ms. Magallanes) should be carbon copied on any awareness reviews that are sent to the Chief of 
Staff to the Secretary (Scott Hommel), the Executive Assistant to the Secretary (Caroline Boulton), and/or the Executive Assistant to the Chief of 
Staff (Elinor Werner (nee Renner)). 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, May 30, 2018 at 3:11 PM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Good afternoon. Great questions have already come in about the awareness process and I am sharing the questions and answers with the 
group. My answers are in italics. 

1) Will there be an updated list of PAS, NCSE, and/or Schedule C employees distributed? Yes. I have just shared a OCIO spreadsheet with this 
group that OCIO will update on a monthly basis. 

2) It looks like we are only concerned with emails and attachments to emails. So if something went through DTS and we locate it in DTS, but not in 
the email system, it does not need to go up through the awareness process no matter whose name appears in the document or who signed it? Yes. 

3) If the email triggering an awareness review has been released before, should an awareness review still occur? Yes, send the package to him. I 
would strongly suggest letting him know that is his only involvement, it has already been released, and directing him to where it is in the package. 

4) If the email triggering an awareness review has been released before, is already online, and a link is being sent to the requester rather than a 
package of materials, should an awareness review still occur? Yes, send the package to her. I would strongly suggest letting her know that is her 
only involvement, it has already been released, and directing her to where it is on the website. 

5) What about unsolicited comments sent by members of the public to a public-facing email account that bears our Director's name? If your 
Director is a PAS, NCSE, and or Schedule C employee, it goes to him. If not, it doesn't. 

6) When we send the records up, do we send finalized redactions or just the temporary redactions so they can see what was withheld? Looks like it 
says finalized, but just want to be sure. Yes, finalized redactions 

7) Does footnote 8 mean every random person who gets their hands on a FOIA all just reach out to whoever's PAS, NCSE, and/or Schedule C 
employee directly? You have discretion as to whether the contact comes directly from the Action Office or is more centralized within the bureau 
(Personally, I prefer centralization) It would not come from random people though; it is the FOIA personnel in the Action Office that have collected 
the records, reviewed them, and has the redactions reviewed and applied (as needed)—all of which must occur before an awareness review. Non- 
FOIA personnel would never send up an awareness review 

8) Do they need to see the outgoing letter as well? The incoming request? Or just the records? You have discretion. I would include the incoming 
request as part of the awareness notification. 

9) What are we doing when we notify the SOL attorney in step 2, ii? Just letting them know that it's going up? Or are they supposed to review 
again within 72 hours? The purpose is to let them know it is going up. 

10) I've heard a PAS, NCSE, and/or Schedule C employee wants to delegate their review to someone on their staff - do we care? Should we just 
send to who they designate? Insist that it goes to the political + the designee? I would send it to the person + their designee, unless the person 
had sent written direction that this was delegated to the designee and they should not be included. 

1 1 ) I'm still not totally clear on what they want to see. Here are some examples of things I would worry about, because I'm just not sure: 
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- email with 20 people cc'd and one of them is a PAS, NCSE, and/or Schedule C employee, he doesn't respond, that's the only place he 
appears It goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

- email from Chief of Staff directly to a PAS, NCSE, and/or Schedule C employee , she doesn't respond, that's the only place she appears It goes 
to her. I would strongly suggest letting her know that is her only involvement and directing her to where it is in the package. 

- email between two bureau employees that states "we'll need to get [a PAS, NCSE, and/or Schedule C employee] to sign off on this", and he's 
never mentioned again It goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the 
package. 

- outgoing letter responding to an inquiry from a member of the public with Secretary's signature It is not an email, so it does not go to him. 

- memo sent to all employees by a PAS, NCSE, and/or Schedule C employee If it was sent via email, it goes to her. Otherwise, it does not. 

- email that is being withheld in full, but names a PAS, NCSE, and/or Schedule C employee (“We were told this is close hold, but today at the 
meeting John Smith speculated that we may soon start working on ideas for...) and that’s the only place the name appeared It goes to him. I 
would strongly suggest letting him know that is his only involvement and directing him to where it is redacted in the package 

- email from a PAS, NCSE, and/or Schedule C employee reviewed and found in interim release #6 of 10. Do we just send her that interim release? 
Or also everything that already went out? And then for the next 4 interim releases where she's not mentioned again? The package for release #6 
goes to her. I would let her know it is release #6 and more releases are anticipated, but would not send the earlier (or later) packages unless 
requested to do so. 

- all-employee memo signed by a PAS, NCSE, and/or Schedule C employee, but the email transmitting the memo was sent by HR, would that go 
up? Yes. 

- email between two bureau employees stating This is one of the Secretary’s priorities” but they don’t name the Secretary (but from the dates we 
can see it’s from this administration) or mention him anywhere else. Would that go up? No. 

12) Once the PAS, NCSE, and/or Schedule C employee has left DOI that’s the end of our obligation right? Yes. 

13) What about stuff that very clearly needs to go to either our own Director or AS? This memo doesn't stop your"usual response process, ” and if 
those notifications are part of it, no problem. 

14) How far up the chain on DOI does this affect us? If I am reading this correctly, it means White House level personnel/staffers, etc. and not so 
much DOI personnel, the Secretary being the exception? There are about 90 PAS, NCSE, and/or Schedule C employees in the Department. 
(Listed in OCIO spreadsheet discussed above ) These kinds of Departmental employees are the only people that trigger the awareness process. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Thu, May 24, 2018 at 10:16 AM, Cafaro, Cindy < cindv cafaro(g>ios.doi.ijov > wrote: 

Good morning. Please find attached a memorandum formalizing the Department's awareness process for FOIA productions. 

The memorandum provides background on the awareness process and instructions on how to conduct it. 

If you have any questions or need assistance, please contact your Bureau FOIA Officer or me. 

Thank you. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 

From: "Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Sent: Tue Jun 19 2018 13:35:47 GMT-0600 (MDT) 

To: "Wilson, Charis" <charis_wilson@nps.gov> 

Subject: Re: Awareness Process for FOIA Productions 

How about 10 minutes after the Bureau FOIA Officer meeting ends? 

Thanks again. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Tue, Jun 19, 2018 at 3:28 PM, Wilson, Charis < charis wilson@nps.aov > wrote: 

I will be teleworking tomorrow morning but can do a quick one. Or what would be easier would be if you want to highlight the fields you have issues with, 
since as I said I have now done several reviews and sent out multiple requests to folks to update and correct data within EFTS. 

C 


Ms. Charis Wilson, Ph,D., CRM 
NPS FOIA Officer 
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12795 W. Alameda Parkway 

PO Box 25287 

Denver, CO 80225-0287 

303-969-2959 

Fax: 303-969-2557 

1-855-NPS-FOIA 

"What we find changes who we become." - Peter Morville 

"The historian works with records...there is no substitute for records: no records, no history." - Paraphrasing Langlois & 
Seignobos (1903) 

"Let us be guardians, not gardeners" - Unknown, From 1963 Living Wilderness editorial - Attributed to Adolph Murie 


On Tue, Jun 19, 2018 at 1:10 PM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hi, Chans. I did not say something that went through DTS never went through the awareness process. 

What I said was (emphasis added): 

2) It looks like we are only concerned with emails and attachments to emails. So if something went through DTS and we locate it in DTS, but not in 
the email system, it does not need to go up through the awareness process no matter whose name appears in the document or who signed it? Yes 

I don't think I'm following your second point. Should we talk? Also, can we do the audit tomorrow? 

Thanks again. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Tue, Jun 19, 2018 at 3:02 PM, Wilson, Charis < charis wilson@nps.aov > wrote: 

Hi Cindy, 

Item 1 appears to contradict your answer to item 2 in your May 30 email, wherein you said that correspondence that had gone through the full DTS 
process did NOT need to be sent through the awareness process. 

Additionally, our WASO FOIA coordinator and I would suggest that for item 4 of the most recent email, that the appropriate central point-of-contact 
be listed on the main political list that is supposed to be maintained on Google Drive. That way there is one central point where everyone can go to 
get the most updated information, without having to try and scroll through multiple email threads to find the appropriate contact information. 

C. 


Ms. Charis Wilson, Ph,D„ CRM 

NPS FOIA Officer 

12795 W. Alameda Parkway 

PO Box 25287 

Denver, CO 80225-0287 

303-969-2959 

Fax: 303-969-2557 

1-855-NPS-FOIA 

"What we find changes who we become." - Peter Morville 

"The historian works with records...there is no substitute for records: no records, no history." - Paraphrasing Langlois & 
Seignobos (1903) 

"Let us be guardians, not gardeners" - Unknown, From 1963 Living Wilderness editorial - Attributed to Adolph Murie 


On Tue, Jun 19, 2018 at 12:18 PM, Cafaro, Cindy < cindv cafarorg)ios.doi.q ov> wrote: 

Hello again, everyone. More great questions have arrived and my answers are again in italics. 

1) What if there is a letter in DTS sent to or from a PAS, NCSE, and/or Schedule C employee, and one of our employees retrieves the letter and 
emails it internally or externally? E g., Congressional correspondence that is submitted to the Secretary, then routed to a bureau in DTS, retrieved 
from DTS by non-PAS, NCSE, and/or Schedule C employees and only emailed to non-PAS, NCSE, and/or Schedule C employees. 

It goes to her. I would strongly suggest letting her know that is her only involvement and directing her to where it is in the package 

2) Do calendars trigger awareness reviews? 

Not unless they are included in an email or attachment to an email. Only emails and attachments to emails trigger awareness reviews 

3) What if a search turns up an old email naming a current PAS, NCSE, and/or Schedule C employee who wasn't in a Departmental position when 
the email was sent (for example, it was sent when the PAS, NCSE, and/or Schedule C employee was an employee of company X or an elected 
official in state Y)? 

It goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

4) Are there any awareness reviews that should not go directly-or only-to the PAS, NCSE, and/or Schedule C employee? 

Awareness reviews for the Deputy Secretary should go to his assistant (Gareth Rees) and awareness reviews for the Secretary should go to the 
Deputy Chief of Staff for Policy (Downey Magallanes). Other awareness reviews should go directly to the PAS, NCSE, and/or Schedule C 
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employee. 

Additionally, the Deputy Chief of Staff for Policy (Ms. Magallanes) should be carbon copied on any awareness reviews that are sent to the Chief 
of Staff to the Secretary (Scott Hommel), the Executive Assistant to the Secretary (Caroline Boulton), and/or the Executive Assistant to the Chief 
of Staff (Elinor Werner (nee Renner)). 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, May 30, 2018 at 3:11 PM, Cafaro, Cindy < cindv_cafaro/g)ios.doi.q ov> wrote: 

Good afternoon. Great questions have already come in about the awareness process and I am sharing the questions and answers with the 
group. My answers are in italics. 

1) Will there be an updated list of PAS, NCSE, and/or Schedule C employees distributed? Yes. I have just shared a OCIO spreadsheet with 
this group that OCIO will update on a monthly basis. 

2) It looks like we are only concerned with emails and attachments to emails. So if something went through DTS and we locate it in DTS, but not 
in the email system, it does not need to go up through the awareness process no matter whose name appears in the document or who signed it? 
Yes. 

3) If the email triggering an awareness review has been released before, should an awareness review still occur? Yes, send the package to 
him. I would strongly suggest letting him know that is his only involvement, it has already been released, and directing him to where it is in the 
package. 

4) If the email riggering an awareness review has been released before, is already online, and a link is being sent to the requester rather than a 
package of materials, should an awareness review still occur? Yes, send the package to her. I would strongly suggest letting her know that is 
her only involvement, it has already been released, and directing her to where it is on the website. 

5) What about unsolicited comments sent by members of the public to a public-facing email account that bears our Director's name? If your 
Director is a PAS, NCSE, and or Schedule C employee, it goes to him. If not, it doesn't. 

6) When we send the records up, do we send finalized redactions or just the temporary redactions so they can see what was withheld? Looks 
like it says finalized, but just want to be sure. Yes, finalized redactions. 

7) Does footnote 8 mean every random person who gets their hands on a FOIA all just reach out to whoeveris PAS, NCSE, and/or Schedule C 
employee directly? You have discretion as to whether the contact comes directly from the Action Office or is more centralized within the 
bureau. (Personally, I prefer centralization) It would not come from random people though; it is the FOIA personnel in the Action Office that 
have collected the records, reviewed them, and has the redactions reviewed and applied (as needed)-all of which must occur before an 
awareness review. Non-FOIA personnel would never send up an awareness review. 

8) Do they need to see the outgoing letter as well? The incoming request? Or just the records? You have discretion. I would include the 
incoming reguest as part of the awareness notification. 

9) What are we doing when we notify the SOL attorney in step 2, ii? Just letting them know that it's going up? Or are they supposed to review 
again within 72 hours? The purpose is to let them know it is going up 

10) I've heard a PAS, NCSE, and/or Schedule C employee wants to delegate their review to someone on their staff - do we care? Should we just 
send to who they designate? Insist that it goes to the political + the designee? I would send it to the person + their designee, unless the person 
had sent written direction that this was delegated to the designee and they should not be included. 

11) I'm still not totally clear on what they want to see. Here are some examples of things I would worry about, because I'm just not sure: 

- email with 20 people cc'd and one of them is a PAS, NCSE, and/or Schedule C employee, he doesn't respond, that's the only place he 
appears It goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in the package. 

- email from Chief of Staff directly to a PAS, NCSE, and/or Schedule C employee , she doesn't respond, that’s the only place she appears It 
goes to her. I would stongly suggest letting her know that is her only involvement and directing her to where it is in the package. 

- email between two bureau employees that states "we'll need to get [a PAS, NCSE, and/or Schedule C employee] to sign off on this", and he's 
never mentioned again It goes to him. I would strongly suggest letting him know that is his only involvement and directing him to where it is in 
the package. 

- outgoing letter responding to an inquiry from a member of the public with Secretary's signature It is not an email, so it does not go to him. 

- memo sent to all employees by a PAS, NCSE, and/or Schedule C employee If it was sent via email, it goes to her. Otherwise, it does not. 

- email that is being withheld in full, but names a PAS, NCSE, and/or Schedule C employee (“We were told this is close hold, but today at the 
meeting John Smith speculated that we may soon start working on ideas for...) and that’s the only place the name appeared It goes to him. I 
would strongly suggest letting him know that is his only involvement and directing him to where it is redacted in the package. 

- email from a PAS, NCSE, and/or Schedule C employee reviewed and found in interim release #6 of 10. Do we just send her that interim 
release? Or also everything that already went out? And then for the next 4 interim releases where she’s not mentioned again? The package for 
release #6 goes to her. I would let her know it is release #6 and more releases are anticipated, but would not send the earlier (or later) 
packages unless reguested to do so. 

- all-employee memo signed by a PAS, NCSE, and/or Schedule C employee, but the email transmitting the memo was sent by HR, would that 
go up? Yes. 

- email between two bureau employees stating “This is one of the Secretary’s priorities” but they don't name the Secretary (but from the dates 
we can see it’s from this administration) or mention him anywhere else. Would that go up? No. 

12) Once the PAS, NCSE, and/or Schedule C employee has left DOI that's the end of our obligation right? Yes. 

13) What about stuff that very clearly needs to go to either our own Director or AS? This memo doesn't stop your "usual response process," and 
if those notifications are part of it, no problem 

14) How far up the chain on DOI does this affect us? If I am reading this correctly, it means White House level personnel/staffers, etc. and not 
so much DOI personnel, the Secretary being the exception? There are about 90 PAS, NCSE, and/or Schedule C employees in the 
Department. (Listed in OCIO spreadsheet discussed above) These kinds of Departmental employees are the only people that trigger the 
awareness process. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
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Direct: 202-208-5342 | Main: 202-208-3181 

On Thu, May 24, 2018 at 10:16 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Good morning. Please find attached a memorandum formalizing the Department's awareness process for FOIA productions. 

The memorandum provides background on the awareness process and instructions on how to conduct it. 

If you have any questions or need assistance, please contact your Bureau FOIA Officer or me. 

Thank you. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 
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Memorandum 


United States Department of the Interior 

OFFICE OF THE SECRETARY 
Washington, DC 20240 

MAY 2 A 2018 


To: 


From: 


Subject: 


Assistant Secretaries 
Heads of Bureaus and Offices 
Bureau/Office FOIA Officers 


Cindy Cafaro 

Departmental FOIA Officer 



Awareness Process for Freedom of Information Act Productions 


For more than 6 years, the Department of the Interior (Department) leadership and the Solicitor's 
Office (SOL) have been made aware of impending Freedom of Information Act (FOIA) 
responses on a case-by-case basis. This has allowed the Department’s leadership and SOL to 
efficiently respond to queries and legal ramifications arising from FOIA responses. Given the 
unprecedented number of incoming FOIA requests 1 and increased FOIA litigation the 
Department has faced in the past year, 2 we are formalizing the awareness process to ensure it is 
consistent and effective. 3 


The Department will continue to process FOIA requests as usual, including: directing searches 
for responsive records; 4 searching for and providing responsive records; 3 processing responsive 
records; 6 and reviewing proposed responses. 7 After these steps are completed, the awareness 
process is as follows: 

l) FOI A personnel search responsive emails and attachments to emails for the names and 
email addresses of current Department employees who are Presidentially Appointed, 


1 In Fiscal Year (FY) 2016, the Department received 6,428 FOIA requests; in FY 2017, 8,005 FOIA requests; and 
in FY 2018. to date, more than 5.000 FOIA requests. Some Bureaus have particularly large increases in FOIA 
requests. For example, in FY 2016, the Office of the Secretary (OS) received 512 FOIA requests; in FY 2017. 1.226 
FOIA requests; and in FY 2018. to date, more than 1,000 FOIA requests. For more information, see the 
Department's FOIA Anneal Reports . 

2 For example, in FY 2016,24 FOIA cases were filed and handled by SOL’s Division of General Law; in FY 2017, 
59 FOIA cases: and in FY 2018. to date, more than 40 FOIA cases. 

5 Please note that this process, in its entirety, does not apply to the Office of Inspector General's (OIG) FOIA 
personnel or processes. Other Bureaus should continue, however, to consult with OIG as they normally would for 
any documents that originated with or contain reference to OIG business, including OIG investigations, audits, or 
inspections. See t ? C . F R v Z.IJiol (outlining the consultation and referral process). 

1 See .' S3 DM § 15.6.H (outlining the responsibilities of the office and/or employee that will be making a final 
decision on a particular FOIA request). 

5 See s ■ DM § 15.6.L (outlining the responsibilities of all employees of the Department to respond promptly 
and accurately to FOIA-related requests). 

6 See 5 ,.S.< Sj \ <bj (outlining FOIA exemptions and foreseeable harm); 43 i | >. My; see also 

383 DM 15 § 15.6.H; and the Department’s Foreseeable Mann Standard Memorandum . 

1 See 1 ; R : - > (requiring Bureaus to consult with SOL before withholding a record in full or in part). 
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Senate Confirmed (PAS), Non-Career Senior Executive (NCSE), and/or Schedule C 
employees. 

2) If the names of current Department employees who are PAS, NCSE. and/or Schedule C 
employees are identified: 

i. FOIA personnel notify each PAS, NCSE. and/or Schedule C employee identified 
in responsive emails and provide him/her access to the full set of responsive 
records 8 ( in the same format and with the same withholdings that have been 
approved by SOL. so he/she will see the records exactly as the FOIA requester 
will). 

ii. FOIA personnel simultaneously notify a SOL attorney. When applicable, this 
will be the attorney who reviewed the proposed redactions and/or is handling 
related FOIA litigation, otherwise the FOIA personnel will contact the SOL 
Division or Region he/she would contact to review proposed redactions. 

iii. The PAS. NCSE. and/or Schedule C employee(s) and SOL attorney have up to 72 
hours to review the responsive records. 9 

a. If a reviewer needs a reasonable amount of additional time to review the 
responsive records, he/she must inform the FOIA personnel within 72 hours. 

b. If a reviewer does not reply to the FOIA personnel within 72 hours, his/her 
silence will be taken as an affirmation that he/she has concluded his/her 
review. 

3) FOIA personnel will then respond to the FOIA requester in accordance with their usual 
response process. 

As you know, FOLA is a statutory requirement, and full and timely compliance with FOIA 
obligations is expected. The awareness process discussed above does not change the 
Department's statutory or. when applicable, litigation deadlines and must be conducted within 
those existing deadlines. 

If you need assistance with a particular FOIA request, please contact your Bureau FOIA Officer 
using the information found at https:7www.doi.eov/lbia/conta civ. If you have general FOIA 
questions, please contact me at (202) 208-5342 or cji T. ios, Jm.-v . 


cc: Sylvia Bums, Chief FOIA Officer 

Timothy Murphy, Acting Deputy Solicitor, Division of General Law, Office of the Solicitor 
FOIA Contacts 


8 This is true even if the FOIA personnel is not In the same Bureau as the PAS, NCSE, and/or Schedule C employee 
identified in responsive emails. 

v As noted above, the purpose of this review is to facilitate awareness of the information that will be released after 
the application of FOIA exemptions. Reviewers are not expected to confirm that the appropriate exemptions have 
been applied, but may follow up as necessary to understand their basis. 
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Conversation Contents 


Re: Active Politicals as of 5-25-18 - Invitation to view 


• i, 


Smith, Brian" <bfsmith@blm.gov> 


From: 

Sent: 

To: 

Subject: 


"Smith, Brian" <bfsmith@blm.gov> 

Wed May 30 2018 14:28:59 GMT-0600 (MDT) 

Cindy Cafaro <cindy_cafaro@ios.doi.gov> 

Re: Active Politicals as of 5-25-18 - Invitation to view 


Hi Cindy, 


Thank you, thank you, thank you. A list of names was going to be my first question. My second question is HOW do you 
search for the 90 individuals. Since most responsive documents are in PDF format, a boolean search capability in that 
environment is necessary. I am still trying to cobble that together. 

On another note - moving forward - could I recommend that, as the list is updated, old names are crossed out and new names 
are highlighted. I am optimistic that a boolean search can be built in word or notepad and pasted into Adobe, or whatever 
environment the search is conducted in, and changes to that search language can be made as the list of names is updated. 

Thanks 

Brian F. Smith 
State Records Administrator 
Bureau of Land Management 
Eastern States Office 
20 M Street S.E., Suite 950 
Washington D C. 20003 
Phone. 202-912-7768 

One Day. , all of our records will be online. - National Archives and Records Administration 


On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindv cafaro@ios.doi.aov > wrote: 


cindy_cafaro@ios.doi gov has invited you to view the following spreadsheet 


Q Active Politicals as of 5-25-18 



For FOIA Awareness Process. Email to follow 


([■pen in Slieets 


Google Sheets: Create and edit spreadsheets online 

Google LLC, 1600 Amphitheatre Parkway Mountain View CA 94043 USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets 



ii 


'Julka, Clarice" <clariceJulka@ios.doi.gov> 


From: 

Sent: 

To: 

Subject: 


"Julka, Clarice" <clariceJulka@ios.doi.gov> 

Thu May 31 2018 07:59:36 GMT-0600 (MDT) 

Cindy Cafaro <cindy_cafaro@ios.doi.gov> 

Re: Active Politicals as of 5-25-18 - Invitation to view 


FVI, Christine bauserman has been gone since february. 
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Clarice Julka 

Department of the Interior 
Office of the Secretary, FOIA Office 
1849 C Street, NW, MS-7328 
Washington, D.C. 20240 

Plarice.Tnlkaffiios.rioi.oov 

(202)513-0765 - phone 
(202) 208-6045 - direct line 
(202) 219-2374-fax 

On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindv cafarorg)ios.doi.qov > wrote: 


rindy_cafaro@ios.doi gov has invited you to view the following spreadsheet: 

Q Active Politicals as of 5-25-18 



For FOIA Awareness Process. Email to follow. 


Open in Sheets 


Google Sheets: Create and edit spreadsheets online. 

Google LLC, !6QQ.AQichith£ati2.Eari^av Mountain Yiew CA94Q43 USA 

You have received this email because someone shared a spreadsheet with you from Googie Sheets 


Google* 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 

From: "Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Sent: Thu May 31 2018 08:07:53 GMT-0600 (MDT) 

To: Rotimi Abimbola <rotimi_abimbola@ios.doi.gov> 

Subject: Fwd: Active Politicals as of 5-25-18 - Invitation to view 

Hi, Rotimi When I get comments like the one below, would you like me to send them to you (or someone else in OCIO)? 

And when people are removed from the list, would it be possible for their names to have a strike through font in the chart (rather than being deleted 
completely) so people know to remove them from search lists and have new people be highlighted in some way, so people know to add them? 

Just let me know if I should be bothering someone else about this type of thing and thanks again. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

-Forwarded message- 

From: Julka, Clarice < clariceJulkatg)ios.doi.gov > 

Date: Thu, May 31, 2018 at 9:59 AM 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 
To: Cindy Cafaro <cindv cafaro@ios.doi.aov> 


FYI, Christine bauserman has been gone since february. 


Clarice Julka 

Department of the Interior 
Office of the Secretary, FOIA Office 
1849 C Street, NW, MS-7328 
Washington, D.C. 20240 

Clarice Julkafgios.doi.gov 

(202)513-0765 - phone 
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(202) 208-6045 - direct line 
(202) 219-2374 - fax 

On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindy cafarotg)ios.doi.qov > wrote: 

cindy_cafaro@ios doi.gov has invited you to view the following spreadsheet 

Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow. 

profile 

nhntn 


Open in Sheets 


Google Sheets: Create and edit spreadsheets online. 

Google LLC, 1600 Amphitheatre Parkway Mountain View CA 94043 USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets 


Logo for 

Google 

Sheets 


Oluwarotimi Abimbola <oluwarotimi abimbola@ios.doi.gov> 


From: 

Sent: 

To: 

CC: 

Subject: 


Oluwarotimi Abimbola <oluwarotimi_abimbola@ios.doi.gov> 
Thu May 31 2018 08:10:24 GMT-0600 (MDT) 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

"Tarr, Tomas" <tomas_tarr@ios.doi.gov> 

Re: Active Politicals as of 5-25-18 - Invitation to view 


Sure thing - that was an error. We'll make the correction and you can send to Tomas Tarr and I. Tomas is CC'ed. 


On Thu, May 31, 2018 at 10:08 AM Cafaro, Cindy <cindv cafaro@ios.doi.aov > wrote: 

Hi, Rotimi. When I get comments like the one below, would you like me to send them to you (or someone else in OCIO)? 

And when people are removed from the list, would it be possible for their names to have a strike through font in the chart (rather than being deleted 
completely) so people know to remove them from search lists and have new people be highlighted in some way, so people know to add them? 

Just let me know if I should be bothering someone else about this type of thing and thanks again. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

-Forwarded message- 

From: Julka, Clarice <clarice iulka@ios.doi.oov> 

Date: Thu, May 31,2018 at 9:59 AM 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 
To: Cindy Cafaro < cindy_cafarorg)ios.doi.<;ov > 


FYI, Christine bauserman has been gone since february. 


Clarice Julka 

Department of the Interior 
Office of the Secretary. FOIA Office 
1849 C Street. NW. MS-7328 
Washington. D.C. 20240 
Clarice Julka@ios.doi.gov 

(202) 513-0765 -phone 
(202) 208-6045 - direct line 
(202) 219-2374-fax 
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On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindv cafaro@ios.doi.aov > wrote: 


cindy_cafaro@ios doi gov has invited you to view the following spreadsheet: 
Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow. 

profile 

nhntn 


Open in Sheets 


Google Sheets: Create and edit spreadsheets online 

Google LLC, 1600 Amphitheatre Parkway. Mountain View. CA 94043. USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets. 


Logo for 

Google 

Sheets 


Rotimi Abimbola 
Chief of Staff 

OCIO, U S. Department of the Interior 
Office phone: 202-208-2912 
WWW doi oov/ocio 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

CC: 

Subject: 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Thu May 31 2018 08:27:39 GMT-0600 (MDT) 

Oluwarotimi Abimbola <oluwarotimi_abimbola@ios.doi.gov> 
"Tarr, Tomas" <tomas_tarr@ios.doi.gov> 

Re: Active Politicals as of 5-25-18 - Invitation to view 


Perfect. Thank you. 

Small point, but when the document is updated, should the date at the top be changed? And, speaking of the top, would it be more accurate to call this a 
list of PAS, NCSE, and/or Schedule C employees? 

Thanks again. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Thu, May 31, 2018 at 10:10 AM, Oluwarotimi Abimbola < oluwarotimi abimbola@ios.doi.aov > wrote: 

Sure thing - that was an error. We'll make the correction and you can send to Tomas Tarr and I. Tomas is CC'ed. 

On Thu, May 31,2018 at 10:08 AM Cafaro, Cindy < cindy_cafarotg)ios.doi.q ov> wrote: 

Hi, Rotimi. When I get comments like the one below, would you like me to send them to you (or someone else in OCIO)? 

And when people are removed from the list, would it be possible for their names to have a strike through font in the chart (rather than being deleted 
completely) so people know to remove them from search lists and have new people be highlighted in some way, so people know to add them? 

Just let me know if I should be bothering someone else about this type of thing and thanks again. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

-Forwarded message- 

From: Julka, Clarice < clarice julka@ios.doi.gov> 

Date: Thu, May 31,2018 at 9:59 AM 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 
To: Cindy Cafaro < cindv cafaro@ios.doi.aov > 
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FYI, Christine bauserman has been gone since february. 


Clarice Julka 

Department of the Interior 
Office of the Secretary. FOIA Office 
1849 C Street. NW. MS-7328 
Washington. D.C. 20240 
Clarice JiilkaSios.doi.gov 

(202) 513-0765 -phone 
(202) 208-6045 - direct line 
(202) 219-2374-fax 

On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindv cafaro@ios.doi.aov > wrote: 


cindy_cafaro@ios.doi.gov has invited you to view the following spreadsheet: 

Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow. 

profile 

nhotn 


Open in Sheets 


Logo for 

Google Sheets: Create and edit spreadsheets online. Google 

Google LLC 1600 Amphitheatre Parkway Mountain View CA 94043 USA S h eets 

You have received this email because someone shared a spreadsheet with you from Google Sheets. 


Rotimi Abimbola 
Chief of Staff 

OCIO, U S. Department of the Interior 
Office phone: 202-208-2912 
www.doi.oov/ocio 


"Tarr, Tomas" <tomas tarr@ios.doi.gov> 


From: 

Sent: 

To: 

CC: 

Subject: 

Hi, 


"Tarr, Tomas" <tomas_tarr@ios.doi.gov> 

Thu May 31 2018 08:43:00 GMT-0600 (MDT) 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Oluwarotimi Abimbola <oluwarotimi_abimbola@ios.doi.gov> 
Re: Active Politicals as of 5-25-18 - Invitation to view 


I've changed the spreadsheet title to "DOI FYI 8 - Active Politicals". We can add "(pas, ncse, Schedule C)" to the end of the title if you 
wish? 

The date of the update normally appears as the tab name, currently ifs "List 20180529". 

When we do a monthly update, we'll archive the old list and "hide" it so that only the most recent tab will appear when you open the spreadsheet. 

Regarding identifying names that should be removed, or that are added: 

(1) Names to be removed - will appear at the bottom of the list with the row highlighted in RED with a note that states 
"REMOVE" 
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(2) New names that are added - will appear in alphabetical order in the list, and the row will be highlighted in YELLOW 
with a note that indicates the date when they were added. Once the new name has been on the list for one month, the 
highlighting will be removed. 

Please let me know if you prefer something different, or would like any other changes. 

Thank you, 


Regards, 

Tomas F. Tarr 

Planning and Performance Management Division 

Office of the Chief Information Officer 

U.S. Department of the Interior 

Office Phone:202-208-5720 

Mobile Phone: 202-669-2696 

tomas tarr@ios.doi.gov 

www.DOI.gov/OCIO 

Our mission is your mission 

On Thu, May 31,2018 at 10:27 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Perfect. Thank you. 

Small point, but when the document is updated, should the date at the top be changed? And, speaking of the top, would it be more accurate to call this a 
list of PAS, NCSE, and/or Schedule C employees? 

Thanks again. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Thu, May 31, 2018 at 10:10 AM, Oluwarotimi Abimbola < oluwarotimi abimbola@ios.doi.aov > wrote: 

Sure thing - that was an error. We'll make the correction and you can send to Tomas Tarr and I. Tomas is CC'ed. 

On Thu, May 31,2018 at 10:08 AM Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hi, Rotimi. When I get comments like the one below, would you like me to send them to you (or someone else in OCIO)? 

And when people are removed from the list, would it be possible for their names to have a strike through font in the chart (rather than being deleted 
completely) so people know to remove them from search lists and have new people be highlighted in some way, so people know to add them? 

Just let me know if I should be bothering someone else about this type of thing and thanks again. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

.Forwarded message- 

From: Julka, Clarice < clarice iulka@ios.doi.aov > 

Date: Thu, May 31,2018 at 9:59 AM 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 
To: Cindy Cafaro < cindv cafaro@ios.doi.aov > 


FYI, Christine bauserman has been gone since february. 


Clarice Julka 

Department of the Interior 
Office of the Secretary, FOIA Office 
1849 C Street, NW, MS-7328 
Washington, D.C. 20240 
Clarice_Julka@,ios.doi.gov 

(202) 513-0765 -phone 
(202) 208-6045 - direct line 
(202) 219-2374-fax 

On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindv cafaro@ios.doi.aov > wrote: 
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cindy_cafaro@ios doi.gov has invited you to view the following spreadsheet: 
Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow. 

profile 

nhntn 


Open in Sheets 


Google Sheets: Create and edit spreadsheets online. 

Google LLC, 1600 Amphitheatre Parkway Mountain View CA 94043 USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets. 


Logo for 

Google 

Sheets 


Rotimi Abimbola 
Chief of Staff 

OCIO, U S. Department of the Interior 
Office phone: 202-208-2912 
www doi Qov/ocio 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

Subject: 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Thu May 31 2018 10:10:32 GMT-0600 (MDT) 

"Smith, Brian" <bfsmith@blm.gov> 

Re: Active Politicals as of 5-25-18 - Invitation to view 


Hi, Brian. Ifs a great question and you have great suggestions I've already shared with OCIO about the list (and they are implementing). I'm working on 
getting Adobe guidance too. 

Please stay tuned. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, May 30, 2018 at 4:28 PM, Smith, Brian < bfsmith@blm.aov > wrote: 

Hi Cindy, 

Thank you, thank you, thank you. A list of names was going to be my first question. My second question is HOW do you 
search for the 90 individuals. Since most responsive documents are in PDF format, a boolean search capability in that 
environment is necessary. I am still trying to cobble that together. 

On another note - moving forward - could I recommend that, as the list is updated, old names are crossed out and new 
names are highlighted. I am optimistic that a boolean search can be built in word or notepad and pasted into Adobe, or 
whatever environment the search is conducted in, and changes to that search language can be made as the list of names is 
updated. 

Thanks 

Brian F. Smith 

State Records Administrator 
Bureau of Land Management 
Eastern States Office 

20 M Street S.E.. Suite 950 

Washington D C. 20003 

Phone: 202-912-7768 
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One Day all of our records will be online - National Archives and Records Administration 


On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindv cafaroig)ios.doi.gov > wrote: 

cindy_cafaro@ios.doi.gov has invited you to view the following spreadsheet: 

Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow. 

profile 

nhntn 


Open in Sheets 


Google Sheets: Create and edit spreadsheets online. 

Google LLC. 1600 Amphitheatre Parkway Maintain Yierc QA 24043 USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets 


Logo for 

Google 

Sheets 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 

From: "Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Sent: Thu May 31 2018 10:11:56 GMT-0600 (MDT) 

To: "Tarr, Tomas" <tomas_tarr@ios.doi.gov> 

CC: Oluwarotimi Abimbola <oluwarotimi_abimbola@ios.doi.gov> 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 

Please do add the info to the title and that all sounds great. Thanks again. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Thu, May 31, 2018 at 10:43 AM, Tarr, Tomas < tomas tarr@ios.doi.g ov> wrote: 

Hi, 

I've changed the spreadsheet title to "DOI FY18 - Active Politicals". We can add "(PAS, NCSE, Schedule C)“ to the end of the title if 
you wish? 

The date of the update normally appears as the tab name, currently it’s "List 20180529". 

When we do a monthly update, we'll archive the old list and "hide" it so that only the most recent tab will appear when you open the spreadsheet 

Regarding identifying names that should be removed, or that are added: 

(1) Names to be removed - will appear at the bottom of the list with the row highlighted in RED with a note that states 
"REMOVE" 

(2) New names that are added - will appear in alphabetical order in the list, and the row will be highlighted in YELLOW 
with a note that indicates the date when they were added. Once the new name has been on the list for one month, the 
highlighting will be removed. 

Please let me know if you prefer something different, or would like any other changes. 

Thank you. 

Regards, 

Tomas F. Tarr 
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Planning and Performance Management Division 

Office of the Chief Information Officer 

U.S. Department of the Interior 

Office Phone:202-208-5720 

Mobile Phone: 202-669-2696 

tomas tarr@ios.doi.gov 

www.DOI.gov/OCIO 

Our mission is your mission 

On Thu, May 31,2018 at 10:27 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Perfect. Thank you. 

Small point, but when the document is updated, should the date at the top be changed? And, speaking of the top, would it be more accurate to call 
this a list of PAS, NCSE, and/or Schedule C employees? 

Thanks again. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Thu, May 31,2018 at 10:10 AM, Oluwarotimi Abimbola < oluwarotimi abimbola@ios.doi.aov > wrote: 

Sure thing - that was an error. We'll make the correction and you can send to Tomas Tarr and I. Tomas is CC'ed. 

On Thu, May 31,2018 at 10:08 AM Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hi, Rotimi. When I get comments like the one below, would you like me to send them to you (or someone else in OCIO)? 

And when people are removed from the list, would it be possible for their names to have a strike through font in the chart (rather than being 
deleted completely) so people know to remove them from search lists and have new people be highlighted in some way, so people know to add 
them? 

Just let me know if I should be bothering someone else about this type of thing and thanks again. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

.Forwarded message. 

From: Julka, Clarice < clarice iulka@ios.doi.aov > 

Date: Thu, May 31,2018 at 9:59 AM 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 
To: Cindy Cafaro < cindv cafaro@ios.doi.aov > 


FYI, Christine bauserman has been gone since february. 


Clarice Julka 

Department of the Interior 
Office of the Secretary, FOIA Office 
1849 C Street, NW, MS-7328 
Washington, D.C. 20240 
Clarice Julka@ios.doi.gov 

(202) 513-0765 -phone 
(202) 208-6045 - direct line 
(202) 219-2374-fax 

On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindv cafaro@ios.doi.aov > wrote: 
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cindy_cafaro@ios.doi gov has invited you to view the following spreadsheet: 

Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow. 

profile 

nhntn 


Open in Sheets 


Google Sheets: Create and edit spreadsheets online. 

Google LLC, 1600 Amphitheatre Paritwav Mountain View CA 94043 USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets 


Logo for 

Google 

Sheets 


Rotimi Abimbola 
Chief of Staff 

OCIO, U S. Department of the Interior 
Office phone: 202-208-2912 
www doi oov/ocio 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

Subject: 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Thu May 31 2018 10:13:34 GMT-0600 (MDT) 

"Julka, Clarice" <clariceJulka@ios.doi.gov> 

Re: Active Politicals as of 5-25-18 - Invitation to view 


Thank you. List has been fixed. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Thu, May 31, 2018 at 9:59 AM, Julka, Clarice < clarice iulka@ios.doi.aov > wrote: 

FYI, Christine bauserman has been gone since february. 


Clarice Julka 

Department of the Interior 
Office of the Secretary, FOIA Office 
1849 C Street. NW. MS-7328 
Washington. D.C. 20240 
Clarice Julka@ios.doi.gov 

(202) 513-0765 - phone 
(202) 208-6045 - direct line 
(202) 219-2374 - fax 

On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindv cafaro@ios.doi.aov > wrote: 
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cindy_cafaro@ios doi gov has invited you to view the following spreadsheet 

Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow 

profile 

nhntn 


l lpen in 


Logo for 

Google Sheets: Create and edit spreadsheets online. Googl© 

Goode LLC. 16QQ Amphitheatre Parkway Mountain View CA 94043 USA She©tS 

You have received this email because someone shared a spreadsheet with you from Google Sheets 


Leah Fairman <leah fairman@ios.doi.gov> 


From: 

Sent: 

To: 

Subject: 


Leah Fairman <leah_fairman@ios.doi.gov> 

Wed Jun 27 2018 08:16:34 GMT-0600 (MDT) 

Cindy Cafaro <cindy_cafaro@ios.doi.gov> 

Re: Active Politicals as of 5-25-18 - Invitation to view 


My understanding is Larabee and Keel are no longer here. The sheet still has them on it. 

On Wed, May 30, 2018 at 3:10 PM Cindy Cafaro (via Google Sheets) < cindv cafaro@los.doi.gov > wrote: 

cindy_cafaro@ios.doi gov has invited you to view the following spreadsheet: 

Q Active Politicals as of 5-25-18 



For FOIA Awareness Process. Email to follow 


Open in Slieets 


Google Sheets: Create and edit spreadsheets online 

Google LLC. 1600 Amphitheatre Parkway. Mountain View, CA 94043. USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets 


Google 


Leah Fairman 
Department of the Intenor 
Office of the Secretary, FOIA Office 
1849 C Street NW, MS-7328 
Washington. D C 20240 
Leah Faimian@ios doi gov 

(202) 513-0765 phone 
(202) 565-1076 - direct line 
(202) 219-2374 - fox 
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Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

Subject: 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Wed Jun 27 2018 08:45:40 GMT-0600 (MDT) 

Leah Fairman <leah_fairman@ios.doi.gov> 

Re: Active Politicals as of 5-25-18 - Invitation to view 


Thank you, Leah. Are you sure? If so, I can inform OCIO. 
Thanks again. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Jun 27, 2018 at 10:16 AM, Leah Fairman < leah fairman@ios,doi.oov> wrote: 

My understanding is Larabee and Keel are no longer here. The sheet still has them on it. 

On Wed, May 30, 2018 at 3:10 PM Cindy Cafaro (via Google Sheets) < cindy_cafarotg)ios.doi.gov > wrote: 

dndy_cafaro@ios.doi gov has invited you to view the following spreadsheet: 

Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow 

profile 

nhotn 


0|ien In Sheers 


Logo for 

Google Sheets: Create and edit spreadsheets online. Google 

Google U_C 16QQ Amphitheatre Partway M ountain V iew CA 3 40 43 USA S heets 

You have received this email because someone shared a spreadsheet with you from Google Sheets. 


Leah F airmail 
Department of the Intenor 
Office of the Secretary. FOIA Office 
1849 C Street, NW, MS-7328 
Washington. D C 20240 
Leah Fairmanfi/ios doi gov 

(202) 513-0765 - phone 
(202) 565-1076-direct line 
(202) 219-2374 - fax 


Leah Fairman <leah fairman@ios.doi.gov> 

From: Leah Fairman <leah_fairman@ios.doi.gov> 

Sent: Wed Jun 27 2018 08:49:16 GMT-0600 (MDT) 

To: Cindy Cafaro <cindy_cafaro@ios.doi.gov> 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 

Well, both emails addresses come back as not being deliverable, and according to https://departmentofinfluence.ora/person/iason- 
larrabee/ larrabee was gone in march and keel was gone last summer https://departmentofinfluence.ora/?s=bemamin+keel 

On Wed, Jun 27, 2018 at 10:46 AM Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Thank you, Leah. Are you sure? If so, I can inform OCIO. 

Thanks again. 
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Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 


On Wed, Jun 27, 2018 at 10:16 AM, Leah Fairman < leah fairman@ios.doi.aov> wrote: 

My understanding is Larabee and Keel are no longer here. The sheet still has them on it. 

On Wed, May 30, 2018 at 3:10 PM Cindy Cafaro (via Google Sheets) < cindv cafaro@ios.doi.aov > wrote: 

cindy_cafaro@ios doi.gov has invited you to view the following spreadsheet 

Active Politicals as of 5-25-18 


Unkno Tor FOIA Awareness Process Email to follow. 

profile 

nhotn 


Open in Sheets 


Google Sheets: Create and edit spreadsheets online. 

Google LLC 1600 Amphitheatre Parkway Mountain View CA 94043 USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets 


Logo for 

Google 

Sheets 


Leah Fairman 
Department of the Intenor 
Office of die Secretary, FOIA Office 
1849 C Street. NW. MS-7328 
Washington, D C 20240 
Leah Famnan@ios doi gov 

(202) 513-0765 - phone 
(202) 565-1076 - direct line 
(202) 219-2374 - fax 


Leah Fairman 
Department of the Intenor 
Office of the Secretary, FOIA Office 
1849 C Street, NW, MS-7328 
Washington, D C 20240 
Leah Fairman'Sios doi gov 

(202) 513-0765 - phone 
(202) 565-1076 - direct hne 
(202) 219-2374 - fax 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 

From: "Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Sent: Wed Jun 27 2018 09:14:29 GMT-0600 (MDT) 

To: Leah Fairman <leah_fairman@ios.doi.gov> 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 

Thanks, Leah. I will forward this info on. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Jun 27, 2018 at 10:49 AM, Leah Fairman < leah fairman@ios.doi.aov> wrote: 

Well, both emails addresses come back as not being deliverable, and according to httDs://deDartmentofinfluence.ora/Derson/iason- 
larrabee/ larrabee was gone in march and keel was gone last summer httDs://deDartmentofinfluence.ora/?s=beniamin+keel 
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On Wed, Jun 27, 2018 at 10:46 AM Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 
Thank you, Leah. Are you sure? If so, I can inform OCIO. 

Thanks again. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Jun 27, 2018 at 10:16 AM, Leah Fairman < leah fairman@ios.doi.aov > wrote: 

My understanding is Larabee and Keel are no longer here. The sheet still has them on it. 

On Wed, May 30, 2018 at 3:10 PM Cindy Cafaro (via Google Sheets) < cindy_cafaro(g)ios.doi.gov > wrote: 

cindy_cafaro@ios.doi.gov has invited you to view the following spreadsheet: 

Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow. 

profile 

nhnto 


Open in Sheets 


Logo for 

Google Sheets. Create and edit spreadsheets online Google 

Google LLC. 1600 Amphitheatre Patlway Mountain View CA 94043 USA Sheets 

You have received this email because someone shared a spreadsheet with you from Google Sheets 


Leah Fairman 
Department of the Interior 
Office of the Secretary, FOIA Office 
1849 C Street, NW, MS-7328 
Washington, D C 20240 
Leah Fairman@ios doi gov 

(202) 513-0765-phone 
(202) 565-1076-direct line 
(202) 219-2374 - fax 


LeahFainnan 
Department of the Intenor 
Office of die Secretary, FOIA Office 
1849 C Street, NW, MS-7328 
Washington, D C 20240 
Leah Fainnan@ios doi gov 

(202) 513-0765-phone 
(202) 565-1076 - direct line 
(202) 219-2374 - fax 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Wed Jun 27 2018 09:17:49 GMT-0600 (MDT) 

"Alspach, David" <david_alspach@ios.doi.gov>, Rotimi Abimbola 
<rotimi_abimbola@ios.doi.gov> 

Fwd: Active Politicals as of 5-25-18 - Invitation to view 

Hello, FYI, a member of the OS FOIA team has noted that two people on the list may no longer be employed by DOI (please see below). 
Thanks again 


From: 

Sent: 

To: 

Subject: 
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Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 


-Forwarded message- 

From: Leah Fairman < leah fairman@ios.doi.oov > 

Date: Wed, Jun 27, 2018 at 10:49 AM 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 

To: Cindy Cafaro < cindv cafaro@ios.doi.oov > 


Well, both emails addresses come back as not being deliverable, and according to https://departmentofinfluence.ora/oerson/iason- 
larrabee/ larrabee was gone in march and keel was gone last summer httPs://deoartmentofinfluence.ora/?s=beniamin+keel 

On Wed, Jun 27. 2018 at 10:46 AM Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Thank you, Leah. Ate you sure? If so, I can inform OCIO. 

Thanks again. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Jun 27, 2018 at 10:16 AM, Leah Fairman deah fairman@ios.doi.aov > wrote: 

My understanding is Larabee and Keel are no longer here. The sheet still has them on it. 

On Wed, May 30, 2018 at 3:10 PM Cindy Cafaro (via Google Sheets) < cindv cafaro@ios.doi.aov> wrote: 

cindy_cafaro@ios doi.gov has invited you to view the following spreadsheet 

Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow 

profile 

nhntn 


Open in Sheets 


Google Sheets: Create and edit spreadsheets online 

Google LLC 1600 Amphitheatre Parkway Mountain View CA 94043 USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets 


Logo for 

Google 

Sheets 


Leali Fairman 
Department of the Thtenor 
Office of the Secretary. FOIA Office 
1849 C Street. NW. MS-7328 
Washington, D C 20240 
Ia-ali Faiiman@ios dot pqv 

(202) 513-0765-phone 
(202) 565-1076 - direct line 
(202) 219-2374 - lax 


Leah Fairman 
Department of the Interior 
Office of the Secretary. FOIA Office 
1849 C Street NW, MS-7328 
Washington. D C 20240 
UahJamiiaagiQs dot gay 

(202) 513-0765 - phone 
(202) 565-1076 - direct line 
(202) 219-2374 - fex 
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Oluwarotimi Abimbola <oluwarotimi abimbola@ios.doi.gov> 


From: Oluwarotimi Abimbola <oluwarotimi_abimbola@ios.doi.gov> 

Sent: Wed Jun 27 2018 10:47:59 GMT-0600 (MDT) 

To: "Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

CC: David Alspach <david_alspach@ios.doi.gov>, "Tarr, Tomas" <tomas_tarr@ios.doi.gov> 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 

That is correct - Tomas - can you please compare the FOIA list to our master list? 

Thanks, 

Rotimi 

On Wed, Jun 27, 2018 at 11:18 AM Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hello, FYI, a member of the OS FOIA team has noted that two people on the list may no longer be employed by DOI (please see below). 
Thanks again. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

-Forwarded message- 

From: Leah Fairman < leah fairman@ios.doi.aov > 

Date: Wed, Jun 27, 2018 at 10:49 AM 

Subject: Re: Active Politicals as of 5-25-18 - invitation to view 

To: Cindy Cafaro <cindv cafaro@ios.doi.aov> 


Well, both emails addresses come back as not being deliverable, and according to httns://departmentofinflnence.oro/nerson/iason- 
larrabee/ larrabee was gone in march and keel was gone last summer https://departmentofinfluence-ora/?s=bemamin+keel 

On Wed, Jun 27, 2018 at 10:46 AM Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Thank you, Leah. Are you sure? If so, I can inform OCIO. 

Thanks again. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Jun 27, 2018 at 10:16 AM, Leah Fairman < leah fairman@ios.doi.aov > wrote: 

My understanding is Larabee and Keel are no longer here. The sheet still has them on it. 

On Wed, May 30, 2018 at 3:10 PM Cindy Cafaro (via Google Sheets) < cindv cafaro@ios.doi.aov > wrote: 

cindy_cafaro@ios.doi.gov has invited you to view the following spreadsheet: 

Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow. 

profile 

nhoto 


Open in Sheets 


Google Sheets: Create and edit spreadsheets online. 

Google LLC 1600 Amphitheatre Parkway Mountain View CA 94043 USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets. 


Logo for 

Google 
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Leah Fairman 

Department of the Intenor 

Office of the Secretary, FOIA Office 
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1849 C Street. NW, MS-7328 
Washington, D C 20240 
Leali Fainnan@ios doi gov 

(202) 513-0765 - phone 
(202) 565-1076 - direct line 
(202) 219-2374 - fax 


Leah F airman 
Department of the Intenor 
Office of the Secretary, FOIA Office 
1849 C Street, NW, MS-7328 
Washington. D C 20240 

leali Fauiuaiigigi to gov 

(202)513-0765 phone 
(202) 565-1076 - direct line 
(202) 219-2374 - fax 


Rotimi Abimbola 
Chief of Staff 

OCIO, U S. Department of the Interior 
Office phone: 202-208-2912 

www.doi.oov/ocio 


"Hyde-Michaels, Carrie" <carrie hyde-michaels@fws.gov> 

From: "Hyde-Michaels, Carrie" <carrie_hyde-michaels@fws.gov> 

Sent: Mon Jul 09 2018 06:44:35 GMT-0600 (MDT) 

To: Cindy Cafaro <cindy_cafaro@ios.doi.gov> 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 


I got an email delivery failure notification when trying to send to wesiev hniiock@ins dm gov 


Office of the 





Secretary of the 
Interior 

Bullock 

Wesley "Luke" 

Advance Representative 

weslev bullockiffiios.doi aov 


Would you be able to verify whether he has left or whether the email address listed is incorrect? 

Carrie Hyde-Michaels 
FWS FOIA Officer 

Chief, Branch of FOIA, Records, Privacy 
US Fish & Wildlife Service Headquarters 
703-358-2291 (direct) 

On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindv cafaro@ios.doi.Qov > wrote: 


cindy_cafaro@ios.doi gov has invited you to view the following spreadsheet 

Q Active Politicals as of 5-25-18 


For FOIA Awareness Process Email to follow 


Open in 4s 


Google Sheets: Create and edit spreadsheets online. 

Google LLC, 1600 Amphitheatre Parkway Mountain View CA 94043 USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets 


Google 
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"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Mon Jul 09 2018 06:45:38 GMT-0600 (MDT) 

Rotimi Abimbola <rotimi_abimbola@ios.doi.gov>, "Alspach, David" 
<david_alspach@ios.doi.gov> 

Fwd: Active Politicals as of 5-25-18 - Invitation to view 

Hello. Would you mind checking on this, when you have a moment? 

Thank you. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 
-Forwarded message- 

From: Hyde-Michaels, Carrie c carrie hvde-michaels@fws.oov > 

Date: Mon, Jul 9, 2018 at 8:44 AM 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 
To: Cindy Cafaro < cindv cafaro(g>ios.doi.qov > 


From: 

Sent: 

To: 

Subject: 


I got an email delivery failure notification when trying to send to wesiev buitack@ios.doi.Qov 


Office of the 





Secretary of the 
Interior 

Bullock 

Wesley "Luke" 

Advance Representative 

wesiev bullock@ios dol oov 


Would you be able to verify whether he has left or whether the email address listed is incorrect? 

Carrie Hyde-Michaels 
FWS FOIA Officer 

Chief, Branch of FOIA, Records, Privacy 
US Fish & Wildlife Service Headquarters 
703-358-2291 (direct) 

On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindv cafaro@ios.doi.aov > wrote: 


cindy_cafaro@ios doi.gov has invited you to view the following spreadsheet: 
Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow. 

profile 

nhntn 


Open in Sheets 


Google Sheets: Create and edit spreadsheets online. 

Google LLC, 1600 Amphitheatre Parkway Mountain View CA 94043 USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets. 


Logo for 

Google 

Sheets 


Oluwarotimi Abimbola <oluwarotimi abimbola@ios.doi.gov> 

From: Oluwarotimi Abimbola <oluwarotimi_abimbola@ios.doi.gov> 

Sent: Mon Jul 09 2018 07:25:24 GMT-0600 (MDT) 

To: "Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

CC: David Alspach <david_alspach@ios.doi.gov> 
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Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 

Mr. Bullock has left the Department 


On Mon, Jul 9, 2018 at 8:46 AM Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hello. Would you mind checking on this, when you have a moment? 

Thank you. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 
-Forwarded message- 

From: Hyde-Michaels, Carrie c carrie hvde-michaels(g>fws.gov > 

Date: Mon, Jul 9, 2018 at 8:44 AM 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 
To: Cindy Cafaro < cindv cafaro@ios.doi.aov > 


I got an email delivery failure notification when trying to send to wesiev buiiock@ios.doi aov 


Office of the 





Secretary of the 
Intenor 

Bullock 

Wesley "Luke" 

Advance Representative 

wesiev bullock@ios doi.oov 


Would you be able to verify whether he has left or whether the email address listed is incorrect? 

Carrie Hyde-Michaels 
FWS FOIA Officer 

Chief, Branch of FOIA, Records, Privacy 
US Fish & Wildlife Service Headquarters 
703-358-2291 (direct) 

On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindv cafaroffiios.doi.gov > wrote: 


dndy_cafaro@ios.doi gov has invited you to view the following spreadsheet: 
Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow 

profile 

nhntn 


Open in Sheets 


Google Sheets: Create and edit spreadsheets online. 

Google llc 16QQ Amphitheatre Partway Maintain Yiew CA94Q43 USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets 


Logo for 

Google 

Sheets 


Rotimi Abimbola 
Chief of Staff 

OCIO, U S. Department of the Interior 
Office phone: 202-208-2912 
www.doi .aov/ocio 


"Alspach, David" <david alspach@ios.doi.gov> 


From: 

Sent: 


"Alspach, David" <david_alspach@ios.doi.gov> 
Mon Jul 09 2018 07:39:25 GMT-0600 (MDT) 


OS-2018-00959-00637 

























To: 

CC: 

Subject: 


Oluwarotimi Abimbola <oluwarotimi_abimbola@ios.doi.gov> 
"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Re: Active Politicals as of 5-25-18 - Invitation to view 


Correct. He just left at the end of June, which is why it is still reflected here. 

David D Alspach 
Departmental Records Officer 
Policy Planning & Management Division 
Office of the Chief Information Officer 
US Department of the Interior 
Office Phone: 202-219-8526 
Mobile Phone: 202-304-2352 
E-mail: david alspach@ios.doi.aov 
www.DOI.aov/OCIO 

Our mission is your mission 

On Mon. Jul 9, 2018 at 9:25 AM, Oluwarotimi Abimbola < oluwarotimi abimbola@ios.doi.aov > wrote: 
Mr. Bullock has left the Department 

On Mon, Jul 9, 2018 at 8:46 AM Cafaro, Cindy < cindv cafaro(g>ios.doi.gov > wrote: 

Hello. Would you mind checking on this, when you have a moment? 

Thank you. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 
-Forwarded message- 

From: Hyde-IVlichaels, Carrie < carrie hvde-michaels@fws.aov> 

Date: Mon, Jul 9, 2018 at 8:44 AM 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 
To: Cindy Cafaro < cindv cafaro@ios.doi.oov > 


I got an email delivery failure notification when trying to send to wesiev huiiock@ios doi oov 


Office of he 





Secretary of the 
Interior 

Bullock 

Wesley "Luke" 

Advance Representative 

wesiev bullockOios.doi oov 


Would you be able to verify whether he has left or whether the email address listed is incorrect? 


Carrie Hyde-Michaels 
FWS FOIA Officer 

Chief, Branch of FOIA, Records, Privacy 
US Fish & Wildlife Service Headquarters 
703-358-2291 (direct) 

On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindv cafaro@ios.doi.aov > wrote: 


cindy_cafaro@ios.doi gov has invited you to view the following spreadsheet: 
Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow. 

profile 

nhntn 


Open in Sheets 


Google Sheets: Create and edit spreadsheets online. 

Google LLC, 1600 Amphitheatre Parkway Mountain View CA 94043 USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets 


Logo for 

Google 

Sheets 


OS-2018-00959-00638 
























Rotimi Abimbola 
Chief of Staff 

OCIO, U S. Department of the Interior 
Office phone: 202-208-2912 
WWW doi aov/ocio 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

CC: 

Subject: 

Thank you! 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Mon Jul 09 2018 07:43:06 GMT-0600 (MDT) 

Oluwarotimi Abimbola <oluwarotimi_abimbola@ios.doi.gov> 
David Alspach <david_alspach@ios.doi.gov> 

Re: Active Politicals as of 5-25-18 - Invitation to view 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Mon, Jul 9, 2018 at 9:25 AM, Oluwarotimi Abimbola < oluwarotimi abimbola@ios.doi.aov > wrote: 
Mr. Bullock has left the Department 

On Mon, Jul 9, 2018 at 8:46 AM Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hello. Would you mind checking on this, when you have a moment? 

Thank you. 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 
-Forwarded message- 

From: Hyde-Michaels, Carrie < carrie hvde-michaels@fws.aov> 

Date: Mon, Jul 9, 2018 at 8:44 AM 

Subject: Re: Active Politicals as of 5-25-18 - Invitation to view 
To: Cindy Cafaro < cindv cafaro@ios.doi.aov > 


I got an email delivery failure notification when trying to send to wesiev buiiock@ios.doi.aov 


Office of he 





Secretary of the 
Interior 

Bullock 

Wesley "Luke" 

Advance Representative 

wesiev bullockSJios doi aov 


Would you be able to verify whether he has left or whether the email address listed is incorrect? 

Carrie Hyde-Michaels 
FWS FOIA Officer 

Chief, Branch of FOIA, Records, Privacy 
US Fish & Wildlife Service Headquarters 
703-358-2291 (direct) 

On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindy cafarotg>ios.doi.gov > wrote: 


OS-2018-00959-00639 




















cindy_cafaro@ios.doi gov has invited you to view the following spreadsheet: 

Active Politicals as of 5-25-18 

Unkno For FOIA Awareness Process. Email to follow. 

profile 

nhotn 


Open in 


Logo for 

Google Sheets: Create and edit spreadsheets online. G OOQ16 

Goode LLC 1600 Amphitheatre Parkway Mountain View CA 94043 USA Sh©6tS 

You have received this email because someone shared a spreadsheet with you from Google Sheets 


Rotimi Abimbola 
Chief of Staff 

OCIO, U.S. Department of the Interior 
Office phone: 202-208-2912 
www.doi.Qov/ocio 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

Subject: 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Mon Jul 09 2018 07:43:35 GMT-0600 (MDT) 
"Hyde-Michaels, Carrie" <carrie_hyde-michaels@fws.gov> 
Re: Active Politicals as of 5-25-18 - Invitation to view 


Hi, Carrie. OCIO has confirmed Mr. Bullock has left the Department 
Thanks. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 


On Mon, Jul 9, 2018 at 8:44 AM, Hyde-Michaels, Carrie < carrie hvde-michaels@fws.oov> wrote: 
I got an email delivery failure notification when trying to send to wesiev buiiock@ios.doi.aov 


Office of the 





Secretary of the 
Interior 

Bullock 

Wesley "Luke" 

Advance Representative 

wesiev bullock©ios doi.aov 


Would you be able to verify whether he has left or whether the email address listed is incorrect? 


Carrie Hyde-Michaels 
FWS FOIA Officer 

Chief, Branch of FOIA, Records, Privacy 
US Fish & Wildlife Service Headquarters 
703-358-2291 (direct) 

On Wed, May 30, 2018 at 3:10 PM, Cindy Cafaro (via Google Sheets) < cindv cafaro@ios.doi.aov > wrote: 


OS-2018-00959-00640 




















cindy_cafaro@ios.doi gov has invited you to view the following spreadsheet: 

Active Politicals as of 5-25-18 


Unkno For FOIA Awareness Process. Email to follow 

profile 

nhntn 


Open in Sheets 


Google Sheets: Create and edit spreadsheets online. 

Google LLC. 1600 Amphitheatre Parkway Mountain View CA 94043 USA 

You have received this email because someone shared a spreadsheet with you from Google Sheets. 


Logo for 

Google 

Sheets 


OS-2018-00959-00641 







Conversation Contents 


Accepted: Further Augmented Awareness Discussion @ Tue Apr 3, 2018 10:15am - 11:15am (EDT) 
(cindy_cafaro@ios.doi.gov) 

Attachments: 

/II. Accepted: Further Augmented Awareness Discussion @ Tue Apr 3, 2018 10:15am - 11:15am (EDT) 
(cindy_cafaro@ios.doi.gov)/1.1 invite.ics 

/II. Accepted: Further Augmented Awareness Discussion @ Tue Apr 3, 2018 10:15am - 11:15am (EDT) 
(cindy_cafaro@ios.doi.gov)/1.2 invite.ics 


Natasha Alcantara <natasha.alcantara@boem.gov> 


From: 

Sent: 

To: 

Subject: 

Attachments: 


Natasha Alcantara <natasha.alcantara@boem.gov> 

Fri Mar 23 2018 12:04:27 GMT-0600 (MDT) 
cindy_cafaro@ios.doi.gov 

Accepted: Further Augmented Awareness Discussion @ Tue Apr 3, 2018 10:15am - 11:15am 
(EDT) (cindy_cafaro@ios.doi.gov) 
invite.ics invite.ics 


Natasha Alcantara has accepted this invitation. 


Further Augmented Awareness Discussion 

To join the session by phone^^^^^^^^|passcode: 



When 
Video call 
Calendar 


Tue Apr 3,2018 10:15am - 11:15am Eastern Time 



cindy_cafaro@ios doi.gov 


Who 


. cindy_cafaro@ios.doi.gov-organizer 
. came_hyde-michaels@fws.gov 
• claricejulka@iosdoi.gov 
. jessica.rogers@bia.gov 
. bmay@usgs.gov 
. mescobar@usbr.gov 
. oawoniyi@osmre.gov 
. lance purvis@sol.doi.gov 
. nvitt@blm.gov 
. dorothy tinker@bsee.gov 
. charis_wilson@nps.gov 
. stefanieJewett@doioig.gov 
. natasha.alcantara@boem.gov 
. robert_howarth@ios.doi.gov - optional 


Invitation from Google Calendar 

You are receiving this email at the acoount cindy_cafaro@ios.doi gov because you are subscribed for invitation replies on calendar dndy_cafaro@ios.doi gov. 
To stop receiving these emails, please log in to httpsi/fwww google com/calendar/ and change your notification settings for this calendar 
Forwarding this invitation could allow any recipient to modify your RSVP response Leam More. 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

"Cafaro, Cindy” <cindy_cafaro@ios.doi.gov> 

Fri Mar 23 2018 12:05:34 GMT-0600 (MDT) 

Natasha Alcantara <natasha.alcantara@boem.gov> 

Re: Accepted: Further Augmented Awareness Discussion @ Tue Apr 3, 2018 10:15am - 
11:15am (EDT) (cindy_cafaro@ios.doi.gov) 

Thanks, Tasha. As Dottie wasn't able to make the meeting today, could you give her a quick heads up next week? 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 


From: 

Sent: 

To: 

Subject: 


OS-2018-00959-00642 












Direct: 202-208-5342 | Main: 202-208-3181 

On Fri, Mar 23, 2018 at 2:04 PM, Natasha Alcantara < natasha.alcantara@boem.qov > wrote: 


Natasha Alcantara has accepted this invitation. 


Further Augmented Awareness Discussion 



When 
Video call 


Tue Apr 3, 2018 10:15am - 11:15am Eastern Time 



Calendar cindy_cafaro@ios.doi.gov 


Who . cindy_cafaro@ios.doi.gov -organizer 

. carrie_hyde-michaeis@fws.gov 
. clarice_julka@ios.doi.gov 
. jessica rogers@bia.gov 
. bmay@usgs.gov 
. mescobar@usbr gov 
. oawoniyi@osmre.gov 
. lance.purvis@sol.doi.gov 

• rwitt@blm.gov 

. dorothy.tinker@bsee gov 

• charis_wilson@nps.gov 

. stefanieJewett@doioig.gov 
. natasha.alcantara@boem.gov 
. robert_howarth@ios.doi.gov -optional 


Invitation from Google Calendar 

You are receiving this email at the account cindy_cafaro@ios doi gov because you are subscnbed for invitation replies on calendar cindv cafaro@ios-doi.QOV - 
To stop receiving these emails, please log in to httpsJ/www.google com/calendar/ and change your notification settings for this calendar 
Forwarding this invitation could allow any recipient to modify your RSVP response Learn More. 


"Alcantara, Natasha" <natasha.alcantara@boem.gov> 


From: 

Sent: 

To: 

Subject: 
Will do! 


"Alcantara, Natasha" <natasha.alcantara@boem.gov> 

Fri Mar 23 2018 12:08:09 GMT-0600 (MDT) 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Re: Accepted: Further Augmented Awareness Discussion @ Tue Apr 3, 2018 10:15am - 
11:15am (EDT) (cindy_cafaro@ios.doi.gov) 


Natasha Alcantara 

Freedom of Information Act Officer/Public Liaison 
Bureau of Ocean Energy Management 
US Department of the Interior 
tel: 703-787-1818 

Warning: This Email and any attachments may contain Privacy Act Data/Sensitive Data which is intended only for the use of the individual(s) to whom it is addressed. 
It may contain information that is privileged, confidential, or otherwise protected from disclosure under applicable laws. 


On Fri, Mar 23, 2018 at 2:05 PM, Cafaro, Cindy <cindy_cafaro@ios.doi.gov> wrote: 

Thanks, Tasha. As Dottie wasn't able to make the meeting today, could you give her a quick heads up next week? 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Fri, Mar 23, 2018 at 2:04 PM, Natasha Alcantara <natasha.alcantara@boem.gov> wrote: 

Natasha Alcantara has accepted this invitation. 

Further Augmented Awareness Discussion 


OS-2018-00959-00643 













To join the session by phone I 


I passcode: 



When 
Video call 


Tue Apr 3, 2018 10:15am - 11:15am Eastern Time 



Calendar cindy_cafaro@ios.doi.gov 


Who 


. cindy_cafaro@ios.doi.gov - organizer 

• carrie_hyde-michaels@fws.gov 

• clariceJulka@ios.doi.gov 
. jessica.rogers@bia.gov 

• bmay@usgs.gov 

• mescobar@usbr.gov 
. oawoniyi@osmre.gov 

• lance.purvis@sol.doi.gov 

• rwitt@blm.gov 

. dorothy.tinker@bsee.gov 
. charis_wilson@nps.gov 

• stefanieJewett@doioig.gov 

• natasha.alcantara@boem.gov 

. robert_howarth@ios.doi.gov - optional 


Invitation from Googie Calendar 

You are receiving this email at the account cindy_cafaro@ios.doi gov because you are subscribed for invitation replies on calendar cindv cafaro@ios.doi gov . 
To stop receiving these emails, please log in to https://www.google com/calendar/ and change your notification settings for this calendar. 

Forwarding this invitation could allow any recipient to modify your RSVP response. Learn More. 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

Subject: 


Thanks again! 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Fri Mar 23 2018 12:09:35 GMT-0600 (MDT) 

"Alcantara, Natasha" <natasha.alcantara@boem.gov> 

Re: Accepted: Further Augmented Awareness Discussion @ Tue Apr 3, 2018 10:15am - 
11:15am (EDT) (cindy_cafaro@ios.doi.gov) 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Fri, Mar 23, 2018 at 2:08 PM, Alcantara, Natasha <natasha.alcantara@boem.gov> wrote: 

Will do! 


Natasha Alcantara 

Freedom of Information Act Officer/Public Liaison 
Bureau of Ocean Energy Management 
US Department of the Interior 
tel: 703-787-1818 

Warning: This Email and any attachments may contain Privacy Act Data/Sensitive Data which is intended only for the use of the individual(s) to whom it is 
addressed. It may contain information that is privileged, confidential, or otherwise protected from disclosure under applicable laws. 


On Fri, Mar 23, 2018 at 2:05 PM, Cafaro, Cindy <cindy_cafaro@ios.doi.gov> wrote: 

Thanks, Tasha. As Dottie wasn't able to make the meeting today, could you give her a quick heads up next week? 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Fri, Mar 23, 2018 at 2:04 PM, Natasha Alcantara <natasha.alcantara@boem.gov> wrote: 

Natasha Alcantara has accepted this invitation. 


OS-2018-00959-00644 












Further Augmented Awareness Discussion 

To join the session by phoneJ^^^^^^^^|passcode: 



When 
Video call 
Calendar 


Tue Apr 3, 2018 10:15am - 11:15am Eastern Time 



cindy_cafaro@ios.doi.gov 


Who 


. cindy_cafaro@ios.doi.gov - organizer 

• carrie_hyde-michaels@fws.gov 

• clariceJulka@ios.doi.gov 
. jessica.rogers@bia.gov 

• bmay@usgs.gov 

• mescobar@usbr.gov 
. oawoniyi@osmre.gov 

• lance.purvis@sol.doi.gov 

• rwitt@blm.gov 

. dorothy.tinker@bsee.gov 
. charis_wilson@nps.gov 

• stefanieJewett@doioig.gov 

• natasha.alcantara@boem.gov 

. robert_howarth@ios.doi.gov - optional 


Invitation from Google Calendar 

You are receiving this email at the account cindy_cafaro@ios doi gov because you are subscribed for invitation replies on calendar cindv cafaro@ios doi gov . 
To stop receiving these emails, please log in to https://www.google.com/calendar/ and change your notification settings for this calendar. 

Forwarding this invitation could allow any recipient to modify your RSVP response. Learn More. 


"Alcantara, Natasha" <natasha.alcantara@boem.gov> 

"Alcantara, Natasha" <natasha.alcantara@boem.gov> 

Tue May 22 2018 11:36:48 GMT-0600 (MDT) 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Re: Accepted: Further Augmented Awareness Discussion @ Tue Apr 3, 2018 10:15am - 
11:15am (EDT) (cindy_cafaro@ios.doi.gov) 


Is there any follow up on this? I am sending a note to my personnel and forgot to ask in the FOIA Officer meeting. 

Thanks, 

Tasha 

Natasha Alcantara 

Freedom of Information Act Officer/Public Liaison 
Bureau of Ocean Energy Management 
US Department of the Interior 
tel: 703-787-1818 

Warning: This Email and any attachments may contain Privacy Act Data/Sensitive Data which is intended only for the use of the individual(s) to whom it is addressed. 
It may contain information that is privileged, confidential, or otherwise protected from disclosure under applicable laws. 


From: 

Sent: 

To: 

Subject: 

Hi Cindy, 


On Fri, Mar 23, 2018 at 2:09 PM, Cafaro, Cindy <cindy_cafaro@ios.doi.gov> wrote: 

Thanks again! 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Fri, Mar 23, 2018 at 2:08 PM, Alcantara, Natasha <natasha.alcantara@boem.gov> wrote: 

Will do! 


OS-2018-00959-00645 













Natasha Alcantara 

Freedom of Information Act Officer/Public Liaison 
Bureau of Ocean Energy Management 
US Department of the Interior 
tel: 703-787-1818 

Warning: This Email and any attachments may contain Privacy Act Data/Sensitive Data which is intended only for the use of the individual(s) to whom it 
addressed. It may contain information that is privileged, confidential, or otherwise protected from disclosure under applicable laws. 


On Fri, Mar 23, 2018 at 2:05 PM, Cafaro, Cindy < cindv cafaro@ios.doi.aov> wrote: 

Thanks, Tasha. As Dottie wasn’t able to make the meeting today, could you give her a quick heads up next week? 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 


On Fri, Mar 23. 2018 at 2:04 PM, Natasha Alcantara < natasha.alcantara@boem.aov > wrote: 

I- ~ 

Natasha Alcantara has accepted this invitation. 

Further Augmented Awareness Discussion 

To join the session by phone |m|| passcode: 



When 
Video call 


Tue Apr 3, 2018 10:15am - 11:15am Eastern Time 



Calendar cindy_cafaro@ios.doi.gov 


Who 


. cindy_cafaro@ios.doi.gov -organizer 
. carrie_hyde-michaels@tws.gov 
. darice_julka@ios.doi.gov 
. jessica.rogers@bia.gov 
. bmay@usgs.gov 
. mescobar@usbr.gov 
. oawoniyi@osmre.gov 
. lance.purvis@sol.doi.gov 
. rwitt@blm.gov 
. dorothy tinker@bsee.gov 
. charis_wilson@nps.gov 
. stefaniejewett@doioig.gov 
. natasha.alcantara@boem.gov 
. robert_howarth@ios.doi.gov -optional 


Invitation from Google Calendar 

You are receiving this email at the account cindy_cafaro@ios doi gov because you are subscribed for invitation replies on calendar cindv cafaroiSios doi qov 
To stop receiving these emails, please log in to httpst/www google.com/calendar/ and change your notification settings for this calendar 
Forwarding this invitation could allow any recipient to modify your RSVP response Learn More 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Tue May 22 2018 11:38:44 GMT-0600 (MDT) 

"Alcantara, Natasha" <natasha.alcantara@boem.gov> 

Re: Accepted: Further Augmented Awareness Discussion @ Tue Apr 3, 2018 10:15am - 
11:15am (EDT) (cindy_cafaro@ios.doi.gov) 

Very close to final approval to send out the written guidance. Please keep your fingers crossed. 


From: 

Sent: 

To: 

Subject: 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Tue, May 22, 2018 at 1:36 PM, Alcantara, Natasha <natasha.alcantara@boem.gov> wrote: 

Hi Cindy, 


OS-2018-00959-00646 
















Is there any follow up on this? I am sending a note to my personnel and forgot to ask in the FOIA Officer meeting. 
Thanks, 

Tasha 

Natasha Alcantara 

Freedom of Information Act Officer/Public Liaison 
Bureau of Ocean Energy Management 
US Department of the Interior 
tel: 703-787-1818 


Warning: This Email and any attachments may contain Privacy Act Data/Sensitive Data which is intended only for the use of the individual(s) to whom it is 
addressed. It may contain information that is privileged, confidential, or otherwise protected from disclosure under applicable laws. 


On Fri, Mar 23, 2018 at 2:09 PM, Cafaro, Cindy < cindv cafaro@ios.doi.oov > wrote: 
Thanks again! 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Fri, Mar 23, 2018 at 2:08 PM, Alcantara, Natasha < natasha.alcantara@boem.aov > wrote: 

Will do! 


Natasha Alcantara 

Freedom of Information Act Officer/Public Liaison 
Bureau of Ocean Energy Management 
US Department of the Interior 
tel: 703-787-1818 

Warning: This Email and any attachments may contain Privacy Act Data/Sensitive Data which is mtended only for the use of the individual(s) to whom it is 
addressed. It may contain information that is privileged confidential, or otherwise protected from disclosure under applicable law's. 


On Fri, Mar 23, 2018 at 2:05 PM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Thanks, Tasha. As Dottie wasn't able to make the meeting today, could you give her a quick heads up next week? 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 


On Fri, Mar 23, 2018 at 2:04 PM, Natasha Alcantara <natasha.alcantara@boem.aov> wrote: 


Natasha Alcantara has accepted this invitation. 


Further Augmented Awareness Discussion 


To join the session by phone 



passcode: 



When 
Video call 


Tue Apr 3, 2018 10:15am - 11:15am Eastern Time 



Calendar cindy_cafaro@ios.doi.gov 


Who • cindy_cafaro@ios.doi.gov -organizer 

. carrie_hyde-michaels@1ws.gov 
• claricejulka@ios.doi.gov 
. jessica.rogers@bia.gov 
. bmay@usgs.gov 
. mescobar@usbr.gov 
. oawoniyi@osmre.gov 
. lance.purvis@sol.doi.gov 
. rwitt@blm.gov 
. dorothy.tinker@bsee.gov 
. charis_wilson@nps.gov 
. stefanieJewett@doioig.gov 
. natasha.alcantara@boem.gov 
. robert_howarth@ios.doi.gov -optional 


Invitation from Google Calendar 


OS-2018-00959-00647 




















You are receiving this email at the account cindv cafaro@ios.doi gov because you are subscribed for invitation replies on calendar cindv cafaro@ios.doi gov . 
To stop receiving these emails, please log in to https //www.google.com/calendar/ and change your notification settings for this calendar. 

Forwarding this invitation could allow any recipient to modify your RSVP response. Leam More . 


"Alcantara, Natasha" <natasha.alcantara@boem.gov> 


From: 

Sent: 

To: 

Subject: 

Will do! 
Thanks! 
Tasha 


"Alcantara, Natasha" <natasha.alcantara@boem.gov> 

Tue May 22 2018 11:40:21 GMT-0600 (MDT) 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Re: Accepted: Further Augmented Awareness Discussion @ Tue Apr 3, 2018 10:15am - 
11:15am (EDT) (cindy_cafaro@ios.doi.gov) 


Natasha Alcantara 

Freedom of Information Act Officer/Public Liaison 
Bureau of Ocean Energy Management 
US Department of the Interior 
tel: 703-787-1818 


Warning: This Email and any attachments may contain Privacy Act Data/Sensitive Data which is intended only for the use of the mdividual(s) to whom it is addressed. 
It may contain infonnatron that is privileged, confidential, or otherwise protected from disclosure under applicable laws. 


On Tue, May 22, 2018 at 1:38 PM, Cafaro, Cindy < cindv cafaro®ios.doi.aov > wrote: 
Very close to final approval to send out the written guidance. Please keep your fingers crossed. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Tue, May 22, 2018 at 1:36 PM, Alcantara, Natasha < natasha.alcantara@boem.gov > wrote: 

Hi Cindy, 

Is there any follow up on this? I am sending a note to my personnel and forgot to ask in the FOIA Officer meeting. 
Thanks, 

Tasha 

Natasha Alcantara 

Freedom of Information Act Officer/Public Liaison 
Bureau of Ocean Energy Management 
US Department of the Interior 
tel: 703-787-1818 


Warning: This Email and any attachments may contain Privacy Act Data/Sensitive Data which is intended only for the use of the individual(s) to w hom it is 
addressed. It may contain information that is privileged, confidential, or otherwise protected from disclosure under applicable laws. 


On Fri, Mar 23, 2018 at 2:09 PM, Cafaro, Cindy < cindv cafaro@ios.doi.aov> wrote: 

Thanks again! 

Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Fri, Mar 23, 2018 at 2:08 PM, Alcantara, Natasha < natasha.alcantara@boem.aov > wrote: 

Will do! 
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Natasha Alcantara 

Freedom of Information Act Officer/Public Liaison 
Bureau of Ocean Energy Management 
US Department of the Interior 
tel: 703-787-1818 

Warning: This Email and any attachments may contain Privacy Act Data/Sensitive Data which is intended only for the use of die individual^) to whom it is 
addressed. It may contain information that is privileged, confidential or otherwise protected from disclosure under applicable laws. 


On Fri, Mar 23, 2018 at 2:05 PM, Cafaro, Cindy < cindv cafaro@ios.doi.aov> wrote: 

Thanks, Tasha. As Dottie wasn't able to make the meeting today, could you give her a quick heads up next week? 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 


On Fri, Mar 23, 2018 at 2:04 PM, Natasha Alcantara < natasha.alcantara(g>boem.qov> wrote: 

Natasha Alcantara has accepted this invitation. 

Further Augmented Awareness Discussion 

To join the session by phone:^^^^^^^H passcode: 



When 
Video call 
Calendar 


Tue Apr 3,2018 10:15am- 11:15am Eastern Time 



dndy_cafaro@ios.doi.gov 


Who 


. cindy_cafaro@ios.doi.gov - organizer 
. carhe_hyde-michaels@1ws.gov 
. clariceJulka@ios.doi.gov 

• jessica.rogers@bia.gov 
. bmay@usgs.gov 

• mescobar@usbr.gov 
. oawoniyi@osmre.gov 

. lance.purvis@sol.doi.gov 
. rwitt@blm.gov 

• dorothytinker@bsee.gov 
. charis_wilson@nps.gov 

. stefaniejewett@doioig.gov 
. natasha.alcantara@boem.gov 
. robert_howarth@ios.doi.gov -optional 


Invitation from Google Calendar 

You are receiving this email at the account cmdy_cafaro@ios doi.gov because you are subscribed for invitation replies on calendar andv cafaroiaios doi.aov . 
To stop receiving these emails, please log in to https //www google com/calendar/ and change your notification settings for this calendar. 

Forwarding this invitation could allow any recipient to modify your RSVP response Leam More 
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From: 

To: 

Subject: 


natasha.alcantaraO) boem.aov 

cindv cafaro(5)ios.doi.oov: natasha.alcantaratalboem.aov 
Further Augmented Awareness Discussion 


le="white-space: pre-wrap background-color: rgb(255,255,255);">To join the session by phone:| 
/span> 
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From: 

To: 

Subject: 


natasha.alcantaraO) boem.aov 

cindv cafaro(5)ios.doi.oov: natasha.alcantaratalboem.aov 
Further Augmented Awareness Discussion 
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I Conversation Contents 

Fwd: FOIA DMU Processing - Processing Error 


"Connor, James" <james connor@ios.doi.gov> 


From: "Connor, James" <james_connor@ios.doi.gov> 

Sent: Mon Apr 30 2018 14:45:05 GMT-0600 (MDT) 

_ Cindy Cafaro <cindy_cafaro@ios.doi.gov>, Benjamin Weinischke 

' <benjamin_weinischke@ios.doi.gov> 

Subject: Fwd: FOIA DMU Processing - Processing Error 

FYI for your awareness. Cindy, I am not sure if you had spoken with Jim Weiner already, but I just wanted to send over this 
message. Thanks! 

Thanks, 

James Connor 

IT Specialist (Applications Software), End User Services Branch 
U.S. Department of the Interior 

Office of the Chief Information Officer | Service Delivery Division 

O: 916-978-6137 | M: 916-402-4257 

Telework Days: Tuesdays, Wednesdays, Fridays 


-Forwarded message- 

From: Schindler, James < iames.schindler@boem.gov > 
Date: Mon, Apr 30, 2018 at 1:08 PM 
Subject: Re: FOIA DMU Processing - Processing Error 
To: Jim Weiner < jim.weiner@sol.doi.gov > 

Cc: "Connor, James" < iames connor@ios.doi.aov> 


Hi Jim, I just wanted to ping you again to see if you had a chance to look at this and it's ok to agree or if there's someone else 
in the SOL office I should reach out to who handles these types of issues? 

Thanks, 

James 

On Tue, Apr 17, 2018 at 11:02 AM, Schindler, James < iames.schindler@boem.aov > wrote: 

Hi Jim, 

Marigrace told me to reach out to you. The IT folks in California are asking me to agree to these terms so they can export my 
emails for FOIA requests, but I don't think it's appropriate for me to be signing off on anything legal and work-related without 
the SOL office reviewing it (especially when I don't fully understand the implications). Can you, or someone you recommend, 
please review and instruct me what to do? And don't hesitate to call me 202.208.3126. 

Thanks, 

James 


-Forwarded message- 

From: Connor, James < james_connor@ios.doi.g ov> 
Date: Fri, Apr 13, 2018 at 6:00 PM 
Subject: Re: FOIA DMU Processing - Processing Error 
To: "Schindler, James" < iames.schindler@boem.oov> 


Hi James, 

It seems much of the personnel in the MIB are gone for the weekend, but I have found a technician, Moussa Diagne who is 
located in the MIB. He should be able to sit down with you next week to get this accomplished, and I will get him all the 
details he needs in order to do this. 

One item that I was just hoping to get from you is just an acknowledgement to our terms of service (below). This terms of 
service basically just states that you are performing this export for a specific FOIA request or records request, and we just 
need an acknowledgment to this prior to being able to grant you the proper mail export permissions. Please let me know if 
you have any questions, and have a great weekend. 

-By making this request, I hereby acknowledge that this request is in accordance with one or more of the circumstances 
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listed below. 

1. Obtaining electronic data (including Google Chats, Drive, Calendar, and Contacts) which is not already captured in 
eERDMS (emails sent or received after 01/23/2013 are already captured in eERDMS, as is data of departed Political 
appointees and High Level Officials data). 

2. Situations where the FOIA Tool repeatedly encounters technical issues. 

3. Situations when shared account emails or Google Drive need to be extracted, and the FOIA Tool does not allow for 
this extraction. If this request is for a delegated mailbox of an individual, then the mailbox owner must 
specifically approve in writing. 

-As applicable, I will comply with the requirements of the Freedom of Information Act (5 U.S.C. 552), the Privacy Act (5 
U.S.C. 552a), Federal Records Act (44 U.S.C. 3101), Federal Information Security Management Act of 2002 (44 U.S.C. 
3541), Standards of Ethical Conduct for Employees of the Executive Branch (5 C.F.R Part 2635), and and any of DOI’s 
implementing regulations. 

-I will not read, alter, insert, copy, transfer, or delete any information or records while using Google Takeout except in 
accordance with my statutory and assigned Departmental responsibilities. 

-I will only use Google Takeout to export the data to authorized employees of the Department of the Interior with a need to 
know this information. 

-I acknowledge that I have read, understand and will comply with these requirements. I understand that I have no 
expectation of privacy while using the Google Takeout and I will be held accountable for my actions while accessing and 
using Google Takeout. 


Thanks, 

James Connor 

IT Specialist (Applications Software), End User Services Branch 
U.S. Department of the Interior 

Office of the Chief Information Officer | Service Delivery Division 

O: 916-978-6137 | M: 916-402^257 

Telework Days: Tuesdays, Wednesdays, Fridays 


On Fri, Apr 13, 2018 at 2:24 PM, Connor, James < james_connor<g)ios.doi.gov > wrote: 

Hi James, 

I would suggest if you are having additional issues to go down the route in this email that we just started announcing this 
week. Feel free to take a look, but it should just be enough to get a helpdesk ticket and then acknowledge our terms of 
service. Then you will be granted temporary permissions to do a mail export since you are having issues with the FOIA 
tool. I would be happy to talk about this more next week. Thanks! 

httPs://docs.aooale.com/document/d/1 vB3Zr2V-0tFvBCGplBZr5U-8X4QMavKIUR9ciA MkkQ/edit 

Thanks, 

James Connor 

IT Specialist (Applications Software), End User Services Branch 
U.S. Department of the Interior 

Office of the Chief Information Officer | Service Delivery Division 

O: 916-978-6137 | M: 916-402-4257 

Telework Days: Tuesdays, Wednesdays, Fridays 


On Fri, Apr 13, 2018 at 2:14 PM, Schindler, James < iames.schindler@boem.aov > wrote: 

James - sometime next week at your convenience, can you help me with this FOIA error I've been receiving? Thanks! 

On Thu, Apr 12, 2018 at 1:52 PM, Alcantara, Natasha < natasha.alcantara@boem.aov > wrote: 

It would be James. He is the only one that does this as far as I know. 


Natasha Alcantara 

Freedom of Information Act Officer/Public Liaison 
Bureau of Ocean Energy Management 
US Department of the Interior 
tel: 703-787-1818 

Warning: This Email and any attachments may contain Privacy Act Data/Sensitive Data which is intended only for the use of the individuals) to whom it is 
addressed. It may contain information that is privileged, confidential, or otherwise protected from disclosure under applicable laws. 
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On Thu, Apr 12, 2018 at 12:48 PM, Schindler, James < iames.schindler@boem.aov > wrote: 

Hey - I've looked into it, but it's very outside my wheelhouse of expertise. I need a tech person to do this correctly. 
Do you know if that would be James or our BOEM tech support? 

On Thu, Apr 12, 2018 at 12:11 PM, Alcantara, Natasha < natasha.alcantara@boem.aov > wrote: 

Hi James, 

Have you had a chance to work on this? 

Tasha 

Natasha Alcantara 

Freedom of Information Act Officer/Public Liaison 
Bureau of Ocean Energy Management 
US Department of the Interior 
tel: 703-787-1818 


Warning: This Email and any attachments may contain Privacy Act Data/Sensitive Data which is intended only for the use of the individual(s) to 
whom it is addressed. It may contain infonnation that is privileged, confidential, or otherwise protected from disclosure under applicable laws. 


On Tue, Apr 3, 2018 at 2:28 PM, Alcantara, Natasha < natasha.alcantara@boem.aov > wrote: 
It didn't actually work :( 

Can you follow the process at the link below. 

Thanks! 

Tasha 


Natasha Alcantara 

Freedom of Information Act Officer/Public Liaison 
Bureau of Ocean Energy Management 
US Department of the Interior 
tel: 703-787-1818 

Warning: This Email and any attachments may contain Privacy Act Data/Sensitive Data which is intended only for the use of the individuals) to 
whom it is addressed. It may contain information that is privileged, confidential, or otherwise protected from disclosure under applicable laws. 


-Forwarded message- 

From: Connor, James < iames connor@ios.doi.aov> 
Date: Tue, Apr 3, 2018 at 2:26 PM 
Subject: Re: FOIA DMU Processing - Processing Error 
To: "Alcantara, Natasha" < natasha.alcantara@boem.aov> 


Hi Tasha, 

For one of these scenarios I would defer the user to use Google Takeout. We will just need an 
acknowledgement to our terms of service. All of the process, terms of service and other items are in this 
document. Thanks! 

https://docs.google.eom/document/d/1_DPiMr9nm054YIOtiKRFhOAb2Q-RRfYUml4r-8iEeb4/edit 

Thanks, 

James Connor 

IT Specialist (Applications Software), End User Services Branch 
U.S. Department of the Interior 

Office of the Chief Information Officer | Service Delivery Division 

O: 916-978-6137 | M: 916-402-4257 

Telework Days: Tuesdays, Wednesdays, Fridays 


On Tue, Apr 3, 2018 at 11:22 AM, Alcantara, Natasha < natasha.alcantara@boem.aov > wrote: 
James, 

Please help. 

Tasha 
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Natasha Alcantara 

Freedom of Information Act Officer/Public Liaison 
Bureau of Ocean Energy Management 
US Department of the Interior 
tel: 703-787-1818 


Warning: This Email and any attachments may contain Privacy Act Data'Sensitive Data which is intended only for the use of the individual(s) 
to whom it is addressed. It may contain information that is privileged, confidential, or otherwise protected from disclosure under applicable 
laws 


-Forwarded message- 

From: Schindler, James < iames.schindler@boem.aov > 
Date: Tue, Apr 3, 2018 at 2:17 PM 
Subject: Fwd: FOIA DMU Processing - Processing Error 
To: Natasha Alcantara < natasha.alcantara@boem.gov> 


-Forwarded message- 

From: < james.schindler(g>boem.gov > 

Date: Tue, Apr 3, 2018 at 2:09 PM 

Subject: FOIA DMU Processing - Processing Error 

To: iames.schindler@boem.aov 


Message: Regular expression operation exceeded execution time limit. 

In File: document (ProcessingLibrary) 

Line: 700 

at document (ProcessingLibrary):700 (embedHtmllmages_) at document 
Stack' (Pr°cessingLibrary):542 (generateBodyHTML) at document (ProcessingLibrary):72 (process) at 

Main (ProcessingLibrary):162 (continue_processing) at Main (FOIA DMU Processing)^ 
(continue_processing) 
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Conversation Contents 


Fwd: Basic FWS FOIA Training - for Department Review 
Attachments: 

/10. Fwd: Basic FWS FOIA Training - for Department Review/1.1 FY 2018 BASIC - FOIA Training Presentation.pptx 


"Hartmann, Shelley" <shelley hartmann@fws.gov> 

From: "Hartmann, Shelley" <shelley_hartmann@fws.gov> 

Sent: Wed May 16 2018 07:33:22 GMT-0600 (MDT) 

To: "Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Subject: Fwd: Basic FWS FOIA Training - for Department Review 

Attachments: FY 2018 BASIC - FOIA Training Presentation.pptx 

Cindy 

As you know things in the FOIA world have heated up and we have been updating our process as the Assistant Secretary for Fish Wildlife and Parks has 
provided their thoughts and we have been able to work this. Based on the changes we need to continue to train folks in the regions. 

We need to give training in our Regional Offices to ensure that all staff with FOIA responsibilities are following the same 
procedures in order to prevent common errors. The training we presented in 2016 and 2017 was well received by the three 
offices we were able to visit. We need to ensure that all staff are properly trained on our internal procedures at a level that is 
appropriate to their level of FOIA responsibilities. 

Attached is a copy of our Basic FOIA Training presentation, intended to be presented in the regions to employees who may 
need to respond to FOIA requests, but who are not FOIA SME's. These are people who will be conducting searches of their 
own records, but who will provide their responsive records to a FOIA SME for review and release. 

These training slides were previously reviewed and approved by the Department FOIA Office in 2016 and again in 2017 for 
use in training given to Regions 3, 4, and 6. 

These slides have been updated with the following specified changes: 

• 27, 28 - added to explain staff-level obligations under the Augmented Awareness review and the FWS internal External 
Affairs review process 

• 37, 38 - updated with 2017 Annual Report data 

• 39 - updated to explain when we can stop the clock to narrow 

• 61 - added to explain that we can no longer make redactions marked "not responsive" per the AILA v. EOIR case 

Here are copies of the handouts referenced in the slides (no changes): 
https://drive.aooale.com/drive/folders/1DTs5XYLUaY8BLPHOcnzhYzNliGei OHC 

Please review and reply with any specific suggestions or requested changes. We need to have comments ASAP so that we can move 
forward and get folks informed. 


Shelley Hartmann 
Deputy IRTM 
cell 202-412-5602 
office 703-358-2004 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

Subject: 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Wed May 16 2018 07:38:29 GMT-0600 (MDT) 
"Hartmann, Shelley" <shelley_hartmann@fws.gov> 

Re: Basic FWS FOIA Training - for Department Review 


Hi, Shelley. Thanks for the background. As a heads up, ASAP is likely to be next week-1 usually ask for two weeks to review slides but will be able to 
review this set faster given the previous reviews (as you know, things do change over time, so I still will need to review all the slides, but it won’t take nearly 
as long as a brand new set). 

Thanks again. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
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Direct: 202-208-5342 | Main: 202-208-3181 


On Wed, May 16, 2018 at 9:33 AM, Hartmann, Shelley < shellev hartmann(g)fws.qov > wrote: 

Cindy 

As you know things in the FOIA world have heated up and we have been updating our process as the Assistant Secretary for Rsh Wildlife and Parks has 
provided their thoughts and we have been able to work this. Based on the changes we need to continue to train folks in the regions. 

We need to give training in our Regional Offices to ensure that all staff with FOIA responsibilities are following the same 
procedures in order to prevent common errors. The training we presented in 2016 and 2017 was well received by the three 
offices we were able to visit. We need to ensure that all staff are properly trained on our internal procedures at a level that is 
appropriate to their level of FOIA responsibilities. 

Attached is a copy of our Basic FOIA Training presentation, intended to be presented in the regions to employees who may 
need to respond to FOIA requests, but who are not FOIA SME's. These are people who will be conducting searches of their 
own records, but who will provide their responsive records to a FOIA SME for review and release. 

These training slides were previously reviewed and approved by the Department FOIA Office in 2016 and again in 2017 for 
use in training given to Regions 3, 4, and 6. 

These slides have been updated with the following specified changes: 

• 27, 28 - added to explain staff-level obligations under the Augmented Awareness review and the FWS internal External 
Affairs review process 

• 37, 38 - updated with 2017 Annual Report data 

• 39 - updated to explain when we can stop the clock to narrow 

• 61 - added to explain that we can no longer make redactions marked "not responsive" per the AILA v. EOIR case 

Here are copies of the handouts referenced in the slides (no changes): 
https://drive.oooale.com/drive/folders/1DTs5XYLUaY8BLPHOcnzhYzNliGei OHC 

Please review and reply with any specific suggestions or requested changes. We need to have comments ASAP so that we can move 
forward and get folks informed. 


Shelley Hartmann 
Deputy IRTM 
cell 202-412-5602 
office 703-358-2004 


"Hartmann, Shelley" <shelley hartmann@fws.gov> 


From: 

Sent: 

To: 

Subject: 


"Hartmann, Shelley" <shelley_hartmann@fws.gov> 
Wed May 16 2018 07:41:28 GMT-0600 (MDT) 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Re: Basic FWS FOIA Training - for Department Review 


Thanks. And I understand the ask and appreciate your assistance to review as soonest as you can. 

On Wed, May 16, 2018 at 9:38 AM, Cafaro, Cindy <cindv cafaro@ios.doi.aov > wrote: 

Hi, Shelley. Thanks for the background. As a heads up, ASAP is likely to be next week-1 usually ask for two weeks to review slides but will be able to 
review this set faster given the previous reviews (as you know, things do change over time, so I still will need to review all the slides, but it won't take 
nearly as long as a brand new set). 

Thanks again. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, May 16, 2018 at 9:33 AM, Hartmann, Shelley <shellev hartmann@fws.aov > wrote: 

Cindy 

As you know things in the FOIA world have heated up and we have been updating our process as the Assistant Secretary for Fish Wildlife and Parks 
has provided their thoughts and we have been able to work this. Based on the changes we need to continue to train folks in the regions. 

We need to give training in our Regional Offices to ensure that all staff with FOIA responsibilities are following the same 
procedures in order to prevent common errors. The training we presented in 2016 and 2017 was well received by the 
three offices we were able to visit. We need to ensure that all staff are properly trained on our internal procedures at a 
level that is appropriate to their level of FOIA responsibilities. 

Attached is a copy of our Basic FOIA Training presentation, intended to be presented in the regions to employees who 
may need to respond to FOIA requests, but who are not FOIA SME's. These are people who will be conducting searches 
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of their own records, but who will provide their responsive records to a FOIA SME for review and release. 

These training slides were previously reviewed and approved by the Department FOIA Office in 2016 and again in 2017 
for use in training given to Regions 3, 4, and 6. 

These slides have been updated with the following specified changes: 

• 27, 28 - added to explain staff-level obligations under the Augmented Awareness review and the FWS internal 
External Affairs review process 

• 37, 38 - updated with 2017 Annual Report data 

• 39 - updated to explain when we can stop the clock to narrow 

• 61 - added to explain that we can no longer make redactions marked "not responsive" per the AILA v. EOIR case 

Here are copies of the handouts referenced in the slides (no changes): 

https://drive.google.com/drive/folders/1DTs5XYLUqY8BLPHOcnzhYzNljGei OHC 

Please review and reply with any specific suggestions or requested changes. We need to have comments asap so that we can 
move forward and get folks informed. 


Shelley Hartmann 
Deputy IRTM 
cell 202-412-5602 
office 703-358-2004 


Shelley Hartmann 
Deputy IRTM 
cell 202-412-5602 
office 703-358-2004 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: "Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Sent: Tue May 22 2018 12:26:48 GMT-0600 (MDT) 

To: "Hartmann, Shelley" <shelley_hartmann@fws.gov> 

Subject: Re: Basic FWS FOIA Training - for Department Review 

Hi, Shelley. Thanks again for sharing this. Here are my quick thoughts, please let me know if you have any questions or if you'd like me to look at the next 
draft. 

-On slide 4, in the first bullet please add a link to my Foreseeable Harm memo (found here: https7/www doi oov/sites/doi nov/files/uoloads/forese 
eable harm memo final.pdf ) 

Also, in that same bullet, there is a typo ("interested"). 

Also, the second bullet should be removed as this concept was reiterated in the FOIA Improvement Act, but was not introduced in it. 

-On slide 5, first bullet, second subbullet, please add tnbes. 

Second bullet has a typo ("Justice"). 

-On slide 19, the two bullets seem contradictory. Pleas add an "Otherwise" before the second bullet 

-On slide 25, the referral language oversimplifies a bit-we can leave language as is if we add a reference to section 2.13 of the regulations. 

-On slide 29, please link to the Sample Language in the first bullet 

-On slide 33, refer to the Departmental FOIA & Privacy Act Appeals Officer. 

-On slide 39, in the second subbullet, it over simplifies a bit-we can stop the clock more than once for clarification on fee issues (although we can only stop 
the clock once for other issues). I'd tweak the language and add a reference to section 2.18 of the regulations. 

-On slide 44, please replace the third bullet with a reference to the Foreseeable Harm memo mentioned above. 

-On slide 54, the first bullet oversimplifies things a bit--the communication must also relate to a legal matter for which the client 
has sought professional advice. 

-On slide 55, second bullet, it must be "foreseeable" litigation. 

-On slide 61, the court went on to discuss the definition of a "record" in a way that raised a lot of interesting issues. We should 
be clear in the training that a "record" for the purposes of this case is not always what we would casually define or consider a 
record to be. 

-Finally, Handout 4 will (hopefully!) need to be adjusted very soon when my memo on the formalized awareness process goes live. 
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Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 


On Wed, May 16, 2018 at 9:41 AM, Hartmann, Shelley < shellev hartmann@fws.aov > wrote: 

Thanks. And I understand the ask and appreciate your assistance to review as soonest as you can. 

On Wed, May 16, 2018 at 9:38 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov> wrote: 

Hi, Shelley. Thanks for the background. As a heads up, ASAP is likely to be next week-1 usually ask for two weeks to review slides but will be able to 
review this set faster given the previous reviews (as you know, things do change over time, so I still will need to review all the slides, but it won't take 
nearly as long as a brand new set). 

Thanks again. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, May 16, 2018 at 9:33 AM, Hartmann, Shelley < shellev hartmann@fws.aov > wrote: 

Cindy 

As you know things in the FOIA worid have heated up and we have been updating our process as the Assistant Secretary for Fish Wildlife and 
Parks has provided their thoughts and we have been able to work this. Based on the changes we need to continue to train folks in the regions. 

We need to give training in our Regional Offices to ensure that all staff with FOIA responsibilities are following the same 
procedures in order to prevent common errors. The training we presented in 2016 and 2017 was well received by the 
three offices we were able to visit. We need to ensure that all staff are properly trained on our internal procedures at a 
level that is appropriate to their level of FOIA responsibilities. 

Attached is a copy of our Basic FOIA Training presentation, intended to be presented in the regions to employees who 
may need to respond to FOIA requests, but who are not FOIA SME's. These are people who will be conducting 
searches of their own records, but who will provide their responsive records to a FOIA SME for review and release. 

These training slides were previously reviewed and approved by the Department FOIA Office in 2016 and again in 2017 
for use in training given to Regions 3, 4, and 6. 

These slides have been updated with the following specified changes: 

• 27, 28 - added to explain staff-level obligations under the Augmented Awareness review and the FWS internal 
External Affairs review process 

• 37, 38 - updated with 2017 Annual Report data 

• 39 - updated to explain when we can stop the clock to narrow 

• 61 - added to explain that we can no longer make redactions marked "not responsive" per the AILA v. EOIR case 

Here are copies of the handouts referenced in the slides (no changes): 
https://drive.google.com/drive/folders/1DTs5XYLUqY8BLPHOcnzhYzNljGei_OHC 

Please review and reply with any specific suggestions or requested changes. We need to have comments asap so that we can 
move forward and get folks Informed. 


Shelley Hartmann 
Deputy IRTM 
cell 202-412-5602 
office 703-358-2004 


Shelley Hartmann 
Deputy IRTM 
cell 202-412-5602 
office 703-358-2004 


"Hartmann, Shelley" <shelley hartmann@fws.gov> 


From: 

Sent: 

To: 

Subject: 


"Hartmann, Shelley" <shelley_hartmann@fws.gov> 

Tue May 22 2018 13:08:12 GMT-0600 (MDT) 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Re: Basic FWS FOIA Training - for Department Review 
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thanks so much for the quick turnaround. 

We will get these changes made. Do you know when the new memo is coming out? 


On Tue, May 22, 2018 at 2:26 PM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hi, Shelley. Thanks again for sharing this. Here are my quick thoughts, please let me know if you have any questions or if you'd like me to look at the 
next draft. 

-On slide 4, in the first bullet please add a link to my Foreseeable Harm memo (found here: httDs://www.doi.aov/sites/doi_oov/files/uoloads/forese 
eable harm memo final.pdf ) 

Also, in that same bullet, there is a typo ("interested"). 

Also, the second bullet should be removed as this concept was reiterated in the FOIA Improvement Act, but was not introduced in it. 

-On slide 5, first bullet, second subbullet, please add tribes. 

Second bullet has a typo ("Justice”). 

-On slide 19, the two bullets seem contradictory. Pleas add an "Otherwise" before the second bullet. 

-On slide 25, the referral language oversimplifies a bit-we can leave language as is if we add a reference to section 2.13 of the regulations. 

-On slide 29, please link to the Sample Language in the first bullet 

-On slide 33, refer to the Departmental FOIA & Privacy Act Appeals Officer. 

-On slide 39, in the second subbullet, it over simplifies a bit-we can stop the clock more than once for clarification on fee issues (although we can only 
stop the clock once for other issues). I'd tweak the language and add a reference to section 2.18 of the regulations. 

-On slide 44, please replace the third bullet with a reference to the Foreseeable Harm memo mentioned above. 

-On slide 54, the first bullet oversimplifies things a bit—the communication must also relate to a legal matter for which the 
client has sought professional advice. 

-On slide 55, second bullet, it must be "foreseeable" litigation. 

-On slide 61, the court went on to discuss the definition of a "record" in a way that raised a lot of interesting issues. We 
should be clear in the training that a "record" for the purposes of this case is not always what we would casually define or 
consider a record to be. 

-Finally, Handout 4 will (hopefully!) need to be adjusted very soon when my memo on the formalized awareness process goes live. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, May 16, 2018 at 9:41 AM, Hartmann, Shelley < shellev hartmann@f^s.aov > wrote: 

Thanks. And I understand the ask and appreciate your assistance to review as soonest as you can. 

On Wed, May 16, 2018 at 9:38 AM, Cafaro, Cindy < cindy cafaro(g)ios.doi.qov > wrote: 

Hi, Shelley. Thanks for the background As a heads up, ASAP is likely to be next week-1 usually ask for two weeks to review slides but will be able 
to review this set faster given the previous reviews (as you know, things do change over time, so I still will need to review all the slides, but it wont 
take nearly as long as a brand new set). 

Thanks again. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, May 16, 2018 at 9:33 AM, Hartmann, Shelley < shelley hartmanntg)fws.qov > wrote: 

Cindy 

As you know things in the FOIA world have heated up and we have been updating our process as the Assistant Secretary for Fish Wildlife and 
Parks has provided their thoughts and we have been able to work this. Based on the changes we need to continue to train folks in the regions. 

We need to give training in our Regional Offices to ensure that all staff with FOIA responsibilities are following the 
same procedures in order to prevent common errors. The training we presented in 2016 and 2017 was well received 
by the three offices we were able to visit. We need to ensure that all staff are properly trained on our internal 
procedures at a level that is appropriate to their level of FOIA responsibilities. 

Attached is a copy of our Basic FOIA Training presentation, intended to be presented in the regions to employees 
who may need to respond to FOIA requests, but who are not FOIA SME's. These are people who will be conducting 
searches of their own records, but who will provide their responsive records to a FOIA SME for review and release. 

These training slides were previously reviewed and approved by the Department FOIA Office in 2016 and again in 
2017 for use in training given to Regions 3, 4, and 6. 

These slides have been updated with the following specified changes: 

• 27, 28 - added to explain staff-level obligations under the Augmented Awareness review and the FWS internal 
External Affairs review process 
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• 37, 38 - updated with 2017 Annual Report data 

. 39 - updated to explain when we can stop the clock to narrow 

• 61 - added to explain that we can no longer make redactions marked "not responsive" per the AILA v. EOIR 
case 

Here are copies of the handouts referenced in the slides (no changes): 
https://drive.aooale.com/drive/folders/1DTs5XYLUaY8BLPHOcnzhYzNliGei OHC 

Please review and reply with any specific suggestions or requested changes. We need to have comments asap so that we 
can move forward and get folks informed. 


Shelley Hartmann 
Deputy IRTM 
cell 202-412-5602 
office 703-358-2004 


Shelley Hartmann 
Deputy IRTM 
cell 202-412-5602 
office 703-358-2004 


Shelley Hartmann 
Deputy IRTM 
cell 202-412-5602 
office 703-358-2004 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: "Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Sent: Tue May 22 2018 13:09:06 GMT-0600 (MDT) 

To: "Hartmann, Shelley" <shelley_hartmann@fws.gov> 

Subject: Re: Basic FWS FOIA Training - for Department Review 

Hopefully very, very soon. Please keep your fingers crossed. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Tue, May 22, 2018 at 3:08 PM, Hartmann, Shelley < shellev hartmann@fws.aov > wrote: 

thanks so much for the quick tumaround. 

We will get these changes made. Do you know when the new memo is coming out? 

On Tue, May 22, 2018 at 2:26 PM, Cafaro, Cindy < cindv_cafarorg)ios.doi.gov > wrote: 

Hi, Shelley. Thanks again for sharing this. Here are my quick thoughts, please let me know if you have any questions or if you'd like me to look at the 
next draft. 

-On slide 4, in the first bullet please add a link to my Foreseeable Harm memo (found here: https://www doi gov/sites/doi gov/files/uploads/forese 
eable harm memo final.pdf ) 

Also, in that same bullet, there is a typo ("interested"). 

Also, the second bullet should be removed as this concept was reiterated in the FOIA Improvement Act, but was not introduced in it. 

-On slide 5, first bullet, second subbullet, please add tribes. 

Second bullet has a typo ("Justice"). 

-On slide 19, the two bullets seem contradictory. Pleas add an "Otherwise" before the second bullet. 

-On slide 25, the referral language oversimplifies a bit-we can leave language as is if we add a reference to section 2.13 of the regulations. 

-On slide 29, please link to the Sample Language in the first bullet 

-On slide 33, refer to the Departmental FOIA & Privacy Act Appeals Officer. 

-On slide 39, in the second subbullet, it over simplifies a bit—we can stop the clock more than once for clarification on fee issues (although we can only 
stop the clock once for other issues). I'd tweak the language and add a reference to section 2.18 of the regulations. 
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-On slide 44, please replace the third bullet with a reference to the Foreseeable Harm memo mentioned above 

-On slide 54, the first bullet oversimplifies things a bit-the communication must also relate to a legal matter for which the 
client has sought professional advice. 

-On slide 55, second bullet, it must be "foreseeable" litigation. 

-On slide 61, the court went on to discuss the definition of a "record" in a way that raised a lot of interesting issues. We 
should be clear in the training that a "record" for the purposes of this case is not always what we would casually define or 
consider a record to be. 

-Finally, Handout 4 will (hopefully!) need to be adjusted very soon when my memo on the formalized awareness process goes live. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, May 16, 2018 at 9:41 AM, Hartmann, Shelley < shellev hartmann@fws.aov > wrote: 

Thanks. And I understand the ask and appreciate your assistance to review as soonest as you can. 

On Wed, May 16, 2018 at 9:38 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hi, Shelley. Thanks for the background. As a heads up, ASAP is likely to be next week-1 usually ask for two weeks to review slides but will be 
able to review this set faster given the previous reviews (as you know, things do change over time, so I still will need to review all the slides, but it 
won't take nearly as long as a brand new set). 

Thanks again. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, May 16, 2018 at 9:33 AM, Hartmann, Shelley < shellev_hartmannrg)fws.gov > wrote: 

Cindy 

As you know things in the FOIA world have heated up and we have been updating our process as the Assistant Secretary for Fish Wildlife and 
Parks has provided their thoughts and we have been able to work this. Based on the changes we need to continue to train folks in the 
regions. 

We need to give training in our Regional Offices to ensure that all staff with FOIA responsibilities are following the 
same procedures in order to prevent common errors. The training we presented in 2016 and 2017 was well 
received by the three offices we were able to visit. We need to ensure that all staff are properly trained on our 
internal procedures at a level that is appropriate to their level of FOIA responsibilities. 

Attached is a copy of our Basic FOIA Training presentation, intended to be presented in the regions to employees 
who may need to respond to FOIA requests, but who are not FOIA SME's. These are people who will be 
conducting searches of their own records, but who will provide their responsive records to a FOIA SME for review 
and release. 

These training slides were previously reviewed and approved by the Department FOIA Office in 2016 and again in 
2017 for use in training given to Regions 3, 4, and 6. 

These slides have been updated with the following specified changes: 

• 27, 28 - added to explain staff-level obligations under the Augmented Awareness review and the FWS internal 
External Affairs review process 

• 37, 38 - updated with 2017 Annual Report data 

• 39 - updated to explain when we can stop the clock to narrow 

• 61 - added to explain that we can no longer make redactions marked "not responsive" per the AILA v. EOIR 
case 

Here are copies of the handouts referenced in the slides (no changes): 

https://drive.aooale.com/drive/folders/1DTs5XYLUaY8BLPHOcnzhYzNliGei OHC 

Please review and reply with any specific suggestions or requested changes. We need to have comments asap so that we 
can move forward and get folks informed. 


Shelley Hartmann 
Deputy IRTM 
cell 202-412-5602 
office 703-358-2004 
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Shelley Hartmann 
Deputy IRTM 
cell 202-412-5602 
office 703-358-2004 


Shelley Hartmann 
Deputy IRTM 
cell 202-412-5602 
office 703-358-2004 
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FWS FOIA Training 


Presented by the FWS Headquarters FOIA Ottice 
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WHAT IS FOIA? 


Enacted in 1966 (5 U.S.C. § 552) 
Modified several times 
FOIA Improvement Act - June 30, 2016 
Goals 

• Informed citizens 

• Accountability 

• Transparency 


FOIA IMPROVEMENT ACT 
HIGHLIGHTS 


• Signed into law June 30, 2016 

• Codifies “rule of three” 

• If records have been requested three or more times, the agency must post them 
electronically 

• Agencies must notify requesters of dispute resolution services available to 
them in determination letters 

• Requesters must have at least 90 days to file an appeal 

• Department of Justice summary available at: 
https://www.justice.gov/oip/oip-summary-foia-improvement-act-2016 


(See Handout Item Number 1) 
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FOIA IMPROVEMENT ACT 
HIGHLIGHTS 


Codifies “foreseeable harm” standard 

• Agencies “shall withhold information” under the FOIA only if 
the agency reasonably foresees that disclosure would harm 
an interested protected by an exemption” or “disclosure is 
prohibited by law” 

Agencies shall “take reasonable steps necessary to 
segregate and release nonexempt information” 


Deliberative process privilege only applies to 
records for 25 years 


OS-2018-00959-00667 


WHO MAY FILE A REQUEST? 

• “Any person” - regardless of citizenship - has a right 
to obtain access to federal agency records 

• Enforceable in court 

• Including U.S. citizens, prisoners, corporations, associations, 
foreign nationals, foreign governments, state and local 
governments, etc. 


• Exceptions: 

• Fugitives from Justice, if records are related 

• Foreign governments requesting information from 
intelligence agencies 
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WHAT IS A VALID REQUEST? 

• Reasonably describes the records sought 

• No outstanding fee issues 

• Must be submitted in writing 
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WHAT RECORDS ARE 
SUBJECT TO FOIA? 


The FOIA applies to agency records, which are 
records the bureau has created or obtained and 
that are under the bureau’s possession and control 
at the time a request is received. 

If a record is located in an agency file, the 
presumption is that the record is an agency record. 

Exception: a personal record created only for 
personal convenience, never shared with anyone, 
kept separate from agency files, and not used to 
conduct agency business 
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WHAT RECORDS ARE 
SUBJECT TO FOIA? 

Agency records can be maintained in any format, 

including: 

• Books, papers, maps, charts, plats, plans, architectural 
drawings, photographs, and microfilm 

• Machine-readable materials such as magnetic tape and 
disks; 

• Electronic records (for example, e-mail messages) 

• Audiovisual material such as still pictures, sound and video 
recordings. 
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HQ/ACTION OFFICE RESPONSIBILITIES 


• Authority comes from Departmental Manual 
Chapter on FOIA (383 DM 15, effective August 5, 
2016) 

• DM Chapter on FOIA available at: 
http://elips.doi.goV/elips/0/doc/4325/Page 1 .aspx 
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HQ/ACTION OFFICE RESPONSIBILITIES 


• FWS Headquarters FOIA Responsibilities 

• Delineation of all tasks performed by the FWS Headquarters 
FOIA Office, including but not limited to operational 
responsibilities 

• FWS Action Office Responsibilities 

• Your office's FOIA responsibilities when it receives a FOIA 
request 

• Coordination between HQ and Action Office 

(See Handout Items Number 2, 3, 4) 
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RECEIPT & ACKNOWLEDGMENT 


Action Office must enter request into EFTS 

Reasonable interpretation of requests 

Once the subject of the request is clear and fee 
issues are settled, the request is perfected, time 
starts counting down, and we must begin to search 
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TIME LIMITS 


Perfected date of request starts the time clock 
20 workdays to respond 

In “unusual circumstances” we may take a 10 day 
extension with written notice 

• Search of separate facilities 

• Voluminous request 

• Consult with another agency/component 


If misdirected, we only have 10 workdays to forward to the 
proper component 
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MULTITRACK PROCESSING 


Processing tracks distinguish simple requests from 
more complex ones 

Assigned based on estimated number of workdays 
needed to process the request 

Number of workdays needed is based on factors 
such as the number of pages involved or the need 
for consultations. 

First In First Out Processing 
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MULTITRACK PROCESSING 

• Simple: 1-5 workdays 

• Normal: 6-20 workdays 

• Complex: 21-60 workdays 

• Exceptional/Voluminous: >60 workdays 

• Expedited Processing - requests will be processed as 
soon as practicable 
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NARROWING SCOPE 


If a search will be voluminous, we can discuss with 
the requester whether they would like to narrow 
their scope 

Narrowing may change the processing track 

It is easier to discuss narrowing if you do a 
preliminary search to give us real data to discuss 
(e.g., “10 employees worked on this and a search 
of one of their emails produced 5,000 results, so a 
search of all email may produce 50,000+ results”) 
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SEARCH 


Reasonably calculated to uncover all relevant 
documents 

• Reasonable interpretation of the scope of the request 

• Reasonable locations searched 

• Using key words and search terms likely to retrieve/uncover 
responsive documents 

• Files ot individuals most likely to have documents 


Don’t need to produce/process non-responsive 
records 
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BEGINNING A SEARCH 


Identify where potential records may be located 

• File room? Personal filing cabinet? Shared drive? Personal 
hard drive? Email? 

• Who worked on this issue? Are they still here? 


Cut off date will be the date search begins (unless 
requester specifies an earlier end date) 
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DEVELOPING SEARCH TERMS 


How do we refer to this internally? 

• (e.g., may need to search both “R3” and “Region 3”) 

Will this term bring up every email ever sent? 

• (e.g. “FWS”) 

Will this term unnecessarily exclude records? 

• (e.g. maybe search “travel” not “traveled” or “traveling”) 

Can we connect search terms? 

• (e.g. “Michigan + travel” so we're only pulling documents 
where both are mentioned) 
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VOLUMINOUS SEARCHES 


Unreasonably burdensome search not required 

• HIGH standard (e.g., eight work years) 


If they want everything, we cannot force them to 
narrow 


DOCUMENT YOUR SEARCH 

• Write down the cutoff dates you are using 

• (from x/x/xxxx to x/x/xxxx) 

Write down every search term you use 

• Write down everywhere you look 

• We need this for every person who does a search 

• Submit to Regional FOIA contact with records 
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DOCUMENT SEARCH & REVIEW TIME 


Keep track of search and review time as you go 
Do not round up or down 

Note whether search was performed by: 

• Clerical (GS-7 and below) 

• Professional (GS-8 through GS-12) 

• Managerial (GS-13 and above) 

Example of how to track: 

• Request 2017-00001 (Professional) 

• 4/11 /) 7 - 17 minute search, 25 minute review 

• 4/12/17 - 20 minute search, 31 minute review 
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FEES 
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FEES 


• Agency may charge for search, review, and duplication 

• Commercial use requesters are assessed all three types 

• Educational institutions, noncommercial scientific 
institutions, and representatives of the news media are 
assessed only duplication fees 

• Other requesters are assessed search and duplication 
fees 
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FEES 


Agency may not charge if cost of collecting & 
processing payment exceeds the assessed fee ($50 
currently) 

We lose the ability to charge some types of fees if 
we are late 

Fees received are transmitted directly to the U.S. 
Treasury, the collecting agency is not reimbursed for 
processing costs 
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INTERNAL/EXTERNAL COORDINATION 


• Consultations - we request that another agency/bureau 
review a document in which they have an interest and 
send back their opinion on whether the information can 
be released. We add any redactions and respond to the 
requester. We are responsible for defending the 
redactions 

Referrals - we find documents originating with another 
agency/bureau and send them back to the 
agency/bureau that created them. They add any 
redactions and respond to the requester directly. 

(See Handout Item Number 5) 
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INTERNAL/EXTERNAL COORDINATION 

• All incoming and outgoing consultations and 
referrals must be routed through the HQ FOIA Office 

• Both consultations and referrals must be sent 
through HQ via the Regional FOIA Coordinator with: 

• A letter from FWS to the other agency’s FOIA Officer 

• A copy of the request 

• Copies of the documents 
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INTERNAL/EXTERNAL COORDINATION 


• The following types of records must always be sent 
to the HQ FOIA Office for review prior to release: 

• High media interest 

• Controversial 

• Named high-level officials 
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INTERNAL/EXTERNAL COORDINATION 


• When HQ FOIA review is required, please send the 
following as attachments to an email: 

• Incoming request 

• Our outgoing letter (final draft ok) 

• Documents to be released 

• If the file size is large, please send both: 

• a pdf attachment with a representative sample of the records 

• a link to all of the documents on the Google Drive 
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RESPONSE LETTERS 


• Must use sample language issued by Department 

• Good idea to provide regular batches of 
documents as review is completed 

• Must provide records in any form requested “if 
readily reproducible" 
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RESPONSE LETTERS 


• Must identify responsive records 

• Volume estimate of information withheld 

• Identification of exemptions asserted 

• Administrative appeal rights for adverse 
determination 

• Contact information for OGIS and FOIA Public 
Liaison 
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RETENTION OBLIGATIONS 


• Your obligation does not end with the final response 

• Federal Records Act requires retention 

• You must preserve responsive records and search 
details in case there is an appeal or litigation 

• The statute of limitations for FOIA litigation is 6 years 
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APPEALS 

• Requesters may appeal an adverse determination 
if: 

• Documents are withheld 

• Information is redacted 

• They suspect the search was inadequate 

• We state there are no responsive records 

• Fee waiver/expedited processing denial 

• We do not respond timely 
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APPEALS 


The DOI Appeals Office will review fhe inifial action 
for legal sufficiency 

The DOI Appeals Office can direct that further 
actions be taken 
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LITIGATION 


The FOIA provides requesters the right to challenge 
an agency’s decision in federal court 

Agencies have the burden of proof and must 
demonstrate that no record has been improperly 
withheld 

Litigation can be very time consuming and costly 

Successful litigants have their attorneys’ fees paid 
by FWS 
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QUESTIONS? 
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FOIA GOALS 


Quantitative Goal: 

• FWS FY18 backlog reduction goal is 10% 

• This goal is set by the Department of Justice 

Qualitative Goals: 

• Tracking information for Quarterly Reports and DOI Annual 
Chief FOIA Officer Report 


2017 ANNUAL REPORT DATA FOR ALL 

DOI BUREAUS 



acklog at Start 
f Fiscal Year 



backlog at End of 
iscal Year 


JIA 

211 

1854 

1773 

292 

JLM 

194 

1024 

750 

468 

JOEM 

17 

170 

165 

22 

iOR 

17 

315 

297 

35 

JSEE 

32 

228 

233 

27 

: WS 

212 

1146 

1000 

358 

'tPS 

189 

1226 

1076 

339 

OIG 

26 

218 

207 

37 

OS 

62 

1226 

713 

575 

OSMRE 

26 

143 

95 

74 

SOL 

19 

250 

207 

62 

JSGS 

41 

205 

217 

29 

AGENCY OVERALL 

1046 

8005 

6733 

2318 
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FWS ANNUAL REPORT 
BACKLOG DATA 
2010-2017 


Year 

Backlog at Start 
of Fiscal Year 

Number of Requests 
Received in Fiscal Year 

Number of Requests 
Completed in Fiscal Year 

Backlog at End 
of Fiscal Year 

2010 

144 

1241 

1142 

243 

2011 

181 

1192 

1188 

185 

2012 

172 

1226 

1260 

138 

2013 

148 

1265 

1242 

171 

2014 

194 

1264 

1168 

290 

2015 

283 

1294 

1332 

245 

2016 

252 

1132 

1175 

209 

2017 

212 

1146 

1000 

358 
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FWS BACKLOG REDUCTION GOALS 
AND QUARTERLY AUDITS 

• Tracking quantitative information for the DOI Annual 

FOIA Report 

• Costs must be recorded in the EFTS regardless of whether 
the requester will actually be charged fees, so please track 
your search and review time. 

• Perfected date is the date we receive a valid FOIA request 
- we can only stop the clock to go back one time for 
clarification. We cannot leave the perfected date blank 
indefinitely in EFTS while we try to convince the requester to 
narrow. 
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EFTS AUDITS 

• Semi annual EFTS audits 

• Q1 (October - December) 

• Q2 (January - March) - audit by Department 

• Q3 (April - June) 

• Q4 (July - September) - audit by Department 
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QUARTERLY AUDITS 


• Tracking qualitative information for Quarterly 
Reports and the DOI Annual Chief FOIA Officer 
Report 

• Recent improvements 

• Discretionary/proactive disclosures 

• Online presence 

• Backlog reduction efforts 

• Training/Department's FOIA Certification Program 
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QUESTIONS? 
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FOIA EXEMPTIONS & EXCLUSIONS 


Exceptions to release 

• Nine exemptions 


Duty to reasonably segregate 

• Where an exemption applies, we have an obligation to 
segregate non-exempt information 
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FORESEEABLE HARM 


Only withhold documents if there is a foreseeable 
harm in release 

Mere “speculative or abstract fears” are not a 
sufficient basis for withholding 

If in doubt, err on the side of openness 
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EXEMPTIONS 1 & 2 


Exemption 1 

• Protects properly classified information 

Exemption 2 

• Protects records that are “related solely to the internal 
personnel rules and practices of an agency.” 


EXEMPTION 3 


Protects information that has been “specifically 
exempted from disclosure by statute.” 


Example: Federal Cave Protection Act of 1988 


16 U.S.C. § 4304(a) 


JJK 


h vffl' 


• Specifically states: “Information concerning the specific 
location of any significant cave may not be made 
available to the public under section 552 of title 5 unless the 
Secretary determines that disclosure of such information 
would further the purposes of this chapter and would not 
create a substantial risk of harm, theft, or destruction of such 
cave.” 
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EXEMPTION 4 


Trade Secrets 

Commercial or financial information obtained from 
a person that is privileged or confidential. 

Together commonly referred to as “CBI" or 
confidential business information 

Protects the interests of both the government and 
the submitter/owner of the information. 
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EXEMPTION 4 


• Encourages submitters to provide government with 
confidential information that is accurate and 
reliable 

• Provides assurances that the information will be 
safeguarded, protecting submitters from 
competitive disadvantage if disclosed 
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EXEMPTION 4 


Required vs. Voluntary Submission 

• Required information is protected if: 

• Release would impair the agency’s ability to obtain similar 
information in the future 

• Release would likely cause substantial competitive harm to the 
submitter 

• Voluntary information is protected if: 

• The information “would customarily not be released to the 
public by the person from whom it was obtained” 
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EX. 4 - SUBMITTER NOTICE 


Executive Order 12,600 

• Must advise submitter of FOIA request if agency believes 
records contain information where disclosure could cause 
substantial competitive harm 

• Solicit submitter’s views on disclosure 


Reverse FOIA - submitter can go to court to try to 
prevent disclosure 
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EXEMPTION 5 


Protects “inter-agency or intra-agency 
memorandums or letters which would not be 
available by law to a party other than an agency in 
litigation with the agency.” 
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EXEMPTION 5 


Inter- or intra-agency 

• Within one agency 

• Between two agencies 

• Neutral Consultants 


Privileges 

• Deliberative Process 

• Attorney-Client 

• Attorney Work Product 


EX. 5 - DELIBERATIVE PROCESS 


Predecisional 

Deliberative 

• legal or policy matter 

Facts generally not protected 

Under the FOIA Improvement Act, DPP is no longer 
available after 25 years 
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EX. 5 - ATTORNEY-CLIENT 

• Confidential communication between client and 
attorney 

• ACP does not necessarily apply on every email 
chain with a SOL email address cc’d 

• No time limit 
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EX. 5 - ATTORNEY WORK-PRODUCT 

• Prepared by an attorney or under his/her direction 

• In anticipation of litigation 

• Facts are protected 

• No time limit 
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EXEMPTION 6 


• Protects information in personnel and medical files 
and similar files when disclosure would constitute a 
clearly unwarranted invasion of personal privacy 
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EXEMPTION 6 


Balancing Test 

• Privacy Interest: individuals have a privacy interest in not 
having agencies disseminate personal information about 
them 

• Public interest: serves FOIA “core purpose” of shedding light 
on agency’s operations or activities 

• In order to withhold information, the privacy interest must 
outweigh the public interest 


OS-2018-00959-00720 


EXEMPTION 7 


Exemption 7 protects information created or 

compiled for law enforcement purposes that: 

• 7(A) Could reasonably be expected to interfere with 
enforcement proceedings 

• 7(B) Would deprive a person of a right to a fair trial or an 
impartial adjudication 

• 7(C) Could reasonably be expected to constitute an 
unwarranted invasion of personal privacy 
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EXEMPTION 7 


• 7(D) Could reasonably be expected to disclose the identity 
of a confidential source 

• 7(E) Would disclose techniques and procedures for law 
enforcement investigations or prosecutions 

• 7(F) Could reasonably be expected to endanger the life or 
physical safety of any individual 


As with all requests, a search and review process 
must be completed before a determination is 
made. 
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EXEMPTIONS 8 & 9 


Exemption 8 

• Protects matters contained in or related to examination, 
operating, or condition reports prepared by or for regulators 
or supervisors of financial institutions. 


Exemption 9 

• Protects geological and geophysical information and data, 
including maps, concerning wells. 
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NON-RESPONSIVE MATERIAL 


American Immigration Lawyers Association v. EOIR, 830 
F.3d 667 (D.C. Cir. 2016) 

Court held that the FOIA “does not provide for. .. 
redacting non-exempt information within responsive 
records.” “[0]nce an agency identifies a record it 
deems responsive to a FOIA request, the statute 
compels disclosure of the responsive record—i.e., as a 
unit—except insofar as the agency may redact 
information falling within a statutory exemption.” 

We can only redact information covered by one of the 
FOIA exemptions 
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AVAILABLE FOIA RESOURCES 


• DOI FOIA guidance is available at http://www.doi.gov/foia 

• FWS FOIA public-facing site is available at 
http://www.fws.gov/irm/bpim/foia.html 

• Department of Justice FOIA guidance is available at 
http://www.justice.gov/oip/foia-resources 

Office of Government Information Services information is 
available at https://ogis.archives.gov/?p=/ogis/index.html 

• FWS FOIA Contact Information is available at 
https://sites. google, com/a/fws.gov/foia-resources/fws-foia- 
contacts 

• FWS Records Management guidance is available at 
http://www.fws.gov/irm/bpim/recman.html 
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QUESTIONS? 
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Conversation Contents 


Re: Updated invitation: FOIA Officers Meeting @ Fri Mar 23, 2018 10:30am - 12pm 
(EDT) (carrie_hyde-michaels@fws.gov) 


Carrie Hyde-Michaels <carrie hyde-michaels@fws.gov> 

Carrie Hyde-Michaels <carrie_hyde-michaels@fws.gov> 

Fri Mar 23 2018 08:05:14 GMT-0600 (MDT) 

Cindy Cafaro <cindy_cafaro@ios.doi.gov> 

Re: Updated invitation: FOIA Officers Meeting @ Fri Mar 23, 2018 
10:30am - 12pm (EDT) (carrie_hyde-michaels@fws.gov) 

For your awareness, I’m going to be listening in from the airport so I have asked our Region 5 
coordinator Dee McVey to also be on the call to take notes for us. 

On Mar 23, 2018, at 5:20 AM, Cindy Cafaro < cindv cafaro@ios.doi.gov > wrote: 


From: 

Sent: 

To: 

Subject: 


This event has been changed. 

FOIA Officers Meeting 


Toiointhesession by phone: 


more details » 



passcode: 


When 

Where 

Calendar 

Who 


Fri Mar 23, 2018 10:30am - 12pm Eastern Time 
Changed: North Penthouse MIB (map ) 
carrie_hyde-michaels@fws.gov 

• Cindy Cafaro - organizer 
. Andrea Quick 

• Ryan Witt 

• charis_wilson@nps.gov 

• rachel_lukens@oha.doi.gov 

• veronica_herkshan@ost.doi.gov 

• carrie_hyde-michaels@fws.gov 

• Curtis Pierce 

• cathy.willis@sol.doi.gov 

• dorothy.tinker@bsee.gov 

• Clarice Julka 

• oawoniyi@osmre.gov 

• jessica.rogers@bia.gov 

• patricia_kemp@ost.doi.gov 

• Brian May 

• lance.purvis@sol.doi.gov 

• stefanieJewett@doioig.gov 

• rmolina1@osmre.gov 

• jcaro@usbr.gov 
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• anaela.moore@sol.doi.aov 

• david alspach@ios.doi.gov 

• Darrell Bright - optional 

• aabriel.lohr@sol.doi.aov - optional 

• laura.mavberrv@sol.doi.gov - optional 

• darrell.stravhorn@sol.doi.aov - optional 

• Natasha Alcantara - optional 

• mildred washinaton@doioia.aov - optional 

• Robert Howarth - optional 

• daniel.ioriani@sol.doi.gov - optional 

• iuliette lillie@ios.doi.aov - optional 

• iennifer.heindl@sol.doi.aov - optional 


Going? Yes - Maybe - No more options » 

Invitation from Gooale Calendar 

You are receiving this email at the account came hvde-michaels@fws.aov because you are subscribed for updated 
invitations on calendar came hvde-michaels@fws.aov . 

To stop receiving these emails, please log in to httDs://www.aooale.com/calendar/ and change your notification settings 
for this calendar. 


Forwarding this invitation could allow any recipient to modify your RSVP response. Learn More 


<mime-attachment.ics> 

<invite.ics> 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

Subject: 

Thank you. 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Fri Mar 23 2018 08:09:24 GMT-0600 (MDT) 

Carrie Hyde-Michaels <carrie_hyde-michaels@fws.gov> 

Re: Updated invitation: FOIA Officers Meeting @ Fri Mar 23, 2018 
10:30am - 12pm (EDT) (carrie_hyde-michaels@fws.gov) 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Fri, Mar 23, 2018 at 10:05 AM, Carrie Flyde-Michaels < carrie hyde-michaels@fws.gov > 
wrote: 

For your awareness, I’m going to be listening in from the airport so I have asked our Region 5 
coordinator Dee McVey to also be on the call to take notes for us. 

On Mar 23, 2018, at 5:20 AM, Cindy Cafaro < cindv cafaro@ios.doi.aov > wrote: 


This event has been changed. 

FOIA Officers Meeting more details » 
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ijon by phone: 


passcode: G j ijj 

When Fri Mar 23, 2018 10:30am - 12pm Eastern Time 
Where Changed: North Penthouse MIB (map) 
Calendar carrie_hyde-michaels@fws.gov 


Who 


Cindy Cafaro - organizer 


Andrea Quick 
Ryan Witt 

charis_wilson@nps.gov 

rachel_lukens@oha.doi.gov 

veronica_herkshan@ost.doi.gov 

carrie_hyde-michaels@fws.gov 

Curtis Pierce 

cathy.willis@sol.doi.gov 

dorothy.tinker@bsee.gov 

Clarice Julka 

oawoniyi@osmre.gov 

jessica.rogers@bia.gov 

patricia_kemp@ost.doi.gov 

Brian May 

lance.purvis@sol.doi.gov 
stefanieJewett@doioig.gov 
rmolina1@osmre.gov 
jcaro@usbr.gov 
angela. moore@sol .doi .gov 
david_alspach@ios.doi.gov 
Darrell Bright - optional 
gabriel.lohr@sol.doi.gov - optional 
laura.mayberry@sol.doi.gov - optional 
darrell.strayhorn@sol.doi.gov - optional 
Natasha Alcantara - optional 
mildred_washington@doioig.gov - optional 
Robert Howarth - optional 
daniel.jorjani@sol.doi.gov - optional 
juliette_lillie@ios.doi.gov - optional 
jennifer.heindl@sol.doi.gov - optional 


Going? Yes - Maybe - No more options » 

Invitation from Google Calendar 

You are receiving this email at the account carrie hvde-michaels@fws.oov because you are subscribed for updated 
invitations on calendar carrie_hyde-michaels@fws.gov. 

To stop receiving these emails, please log in to https://www.Qooale.com/calendar/ and change your notification 
settings for this calendar. 

Forwarding this invitation could allow any recipient to modify your RSVP response. Learn More . 


<mime-attachment.ics> 


<invite.ics> 
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■ Conversation Contents 

Guidance Regarding Department-Level Political Appointee Review Policy? 


"May, Brian" <bmay@usgs.gov> 


From: 

Sent: 

To: 


CC: 


Subject: 


"May, Brian" <bmay@usgs.gov> 

Wed Mar 21 2018 07:10:22 GMT-0600 (MDT) 

Cindy Cafaro <cindy_cafaro@ios.doi.gov> 

Lance Purvis <lance.purvis@sol.doi.gov>, Andrea Quick 
<andrea_quick@nps.gov>, "Awoniyi, Oladele" 
<oawoniyi@osmre.gov>, Curtis Pierce <cpierce@usbr.gov>, 
david_alspach@ios.doi.gov, Cathy Willis 
<cathy.willis@sol.doi.gov>, Veronica Herkshan 
<veronica_herkshan@ost.doi.gov>, "Caro, Jesus (Jesse)" 
<jcaro@usbr.gov>, Ryan Witt <rwitt@blm.gov>, 
msimpson@osmre.gov, Charis Wilson <charis_wilson@nps.gov>, 
Clarice Julka <clariceJulka@ios.doi.gov>, "Hyde-Michaels, 
Carrie" <carrie_hyde-michaels@fws.gov>, Stefanie Jewett 
<stefanie_jewett@doioig.gov>, rachel_lukens@oha.doi.gov, 
"Tinker, Dorothy J" <dorothy.tinker@bsee.gov>, Jessica Rogers 
<jessica.rogers@bia.gov>, patricia_kemp@ost.doi.gov, Robert 
Howarth <robert_howarth@ios.doi.gov>, Darrell Strayhorn 
<darrell.strayhorn@sol.doi.gov>, Natasha Alcantara 
<natasha.alcantara@boem.gov>, Darrell Bright 
<darrell_bright@ios.doi.gov>, "Heindl, Jennifer" 
<jennifer.heindl@sol.doi.gov>, Gabriel Lohr 
<gabriel.lohr@sol.doi.gov>, mildred_washington@doioig.gov, 
juliette_lillie@ios.doi.gov, laura.mayberry@sol.doi.gov 

Guidance Regarding Department-Level Political Appointee 
Review Policy? 


Good Morning Cindy, 

Yesterday, the USGS Chief of Staff informed me that we (bureaus, not just USGS) are required to provide the 
Department-level political appointees with a list of open (new) FOIA requests each week and with the packages to 
review prior to their release. I asked for more details about the latter and how we'll work out the process/logistics of 
the Department-level reviews prior to releasing records. Have you heard about this new requirement and is the 
Department preparing any additional guidance for bureau FOIA Officers? Does the new policy impact all of us or only 
a select number of bureaus? Finally, will this topic be on the Agenda for Friday's meeting? 

I'm teleworking this week and have to attend Content Manager (webpage management) Training each afternoon. 
Thank you for your time. 

Sincerely, 


brian 

Brian A. May 

Freedom of Information Act (FOIA) Officer 

FOIA Public Liaison 

U.S. Geological Survey 

Department of the Interior 

5522 Research Park Drive 
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Baltimore, MD 21228 

(443) 498-5521 (office) **voicemail not working, best to reach me by email** 

( 443 ) 498-5510 (fax) 

bmav@usgs.gov 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 


CC: 


Subject: 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Wed Mar 21 2018 07:15:35 GMT-0600 (MDT) 

"May, Brian" <bmay@usgs.gov> 

Lance Purvis <lance.purvis@sol.doi.gov>, Andrea Quick 
<andrea_quick@nps.gov>, "Awoniyi, Oladele" 
<oawoniyi@osmre.gov>, Curtis Pierce <cpierce@usbr.gov>, 
"Alspach, David" <david_alspach@ios.doi.gov>, Cathy Willis 
<cathy.willis@sol.doi.gov>, Veronica Herkshan 
<veronica_herkshan@ost.doi.gov>, "Caro, Jesus (Jesse)" 
<jcaro@usbr.gov>, Ryan Witt <rwitt@blm.gov>, Moshay Simpson 
<msimpson@osmre.gov>, Charis Wilson 
<charis_wilson@nps.gov>, Clarice Julka 
<clariceJulka@ios.doi.gov>, "Hyde-Michaels, Carrie" 
<carrie_hyde-michaels@fws.gov>, Stefanie Jewett 
<stefanieJewett@doioig.gov>, "Lukens, Rachel" 
<rachel_lukens@oha.doi.gov>, "Tinker, Dorothy J" 
<dorothy.tinker@bsee.gov>, Jessica Rogers 
<jessica.rogers@bia.gov>, Patricia Kemp 
<patricia_kemp@ost.doi.gov>, Robert Howarth 
<robert_howarth@ios.doi.gov>, Darrell Strayhorn 
<darrell.strayhorn@sol.doi.gov>, Natasha Alcantara 
<natasha.alcantara@boem.gov>, Darrell Bright 
<darrell_bright@ios.doi.gov>, "Heindl, Jennifer" 
<jennifer.heindl@sol.doi.gov>, Gabriel Lohr 
<gabriel.lohr@sol.doi.gov>, Mildred Washington 
<mildred_washington@doioig.gov>, Juliette Lillie 
<juliette_lillie@ios.doi.gov>, "Mayberry, Laura" 
<laura.mayberry@sol.doi.gov> 

Re: Guidance Regarding Department-Level Political Appointee 
Review Policy? 


Hi, Brian. I called every Bureau FOIA Officer yesterday afternoon to share the (very limited) information I found out 
yesterday and to let them know we would be discussing this at Friday's meeting. 

I left anyone who didn’t pick up a voicemail asking them to call me. 

I look forward to speaking with everyone Friday, when I expected we will have more information. 

Thanks. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21, 2018 at 9:10 AM, May, Brian < bmay@usgs.gov > wrote: 

Good Morning Cindy, 

Yesterday, the USGS Chief of Staff informed me that we (bureaus, not just USGS) are required to provide the 
Department-level political appointees with a list of open (new) FOIA requests each week and with the packages to 
review prior to their release. I asked for more details about the latter and how T we'll work out the process/logistics of 
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the Department-level reviews prior to releasing records. Have you heard about this new requirement and is the 
Department preparing any additional guidance for bureau FOIA Officers? Does the new policy impact all of us or 
only a select number of bureaus? Finally, will this topic be on the Agenda for Friday's meeting? 

I'm teleworking this week and have to attend Content Manager (webpage management) Training each afternoon. 
Thank you for your tune. 

Sincerely, 


brian 

Brian A. May 

Freedom of Information Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of the Interior 

5522 Research Park Drive 

Baltimore. MD 21228 

(443) 498-5521 (office) **voicemail not working, best to reach me by email** 

( 443 ) 498-5510 (fax) 

bmav@usgs.gov 


"Jewett, Stefanie" <stefanieJewett@doioig.gov> 

"Jewett, Stefanie" <stefanieJewett@doioig.gov> 

Wed Mar 21 2018 07:23:03 GMT-0600 (MDT) 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Re: Guidance Regarding Department-Level Political Appointee 
Review Policy? 

Cindy- are you working today? If so is there a number I can reach you at to discuss? 

Stefanie 

On Wed, Mar 21, 2018 at 9:15 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hi, Brian. I called every Bureau FOIA Officer yesterday afternoon to share the (very limited) information I found out 
yesterday and to let them know we would be discussing this at Friday's meeting. 

I left anyone who didn't pick up a voicemail asking them to call me. 

I look forward to speaking with everyone Friday, when I expected we will have more information. 

Thanks. 


From: 

Sent: 

To: 

Subject: 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21,2018 at 9:10 AM, May, Brian < bmav@usas.aov > wrote: 

Good Morning Cindy, 

Yesterday, the USGS Chief of Staff informed me that we (bureaus, not just USGS) are required to provide the 
Department-level political appointees with a list of open (new) FOIA requests each week and with the packages 
to review prior to their release. I asked for more details about the latter and how we’ll work out the 
process/logistics of die Department-level reviews prior to releasing records. Have you heard about this new 
requirement and is the Department preparing any additional guidance for bureau FOIA Officers? Does the new 
policy impact all of us or only a select number of bureaus? Finally, will this topic be on the Agenda for Friday's 
meeting? 

I'm teleworking this week and have to attend Content Manager (webpage management) Training each afternoon. 
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Thank you for your time. 
Sincerely, 


brian 

Brian A. May 

Freedom of Information Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of the Interior 

5522 Research Park Drive 

Baltimore. MD 21228 

(443) 498-5521 (office) **voicemail not working, best to reach me by email** 

( 443 ) 498-5510 (fax) 

bmav@usgs.gov 


Stefanie Jewett 

Associate Counsel / OIG FOIA Officer 

Office of Inspector General, Office of General Counsel 

U.S. Department of the Interior 

stefanie iewett@doioia.aov | office: (202) 208-0954 


'Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

Subject: 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Wed Mar 21 2018 07:29:41 GMT-0600 (MDT) 

"Jewett, Stefanie" <stefanieJewett@doioig.gov> 

Re: Guidance Regarding Department-Level Political Appointee 
Review Policy? 


I am and I'd be happy to give you a call. 

This is what we played phone tag about yesterday afternoon. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21,2018 at 9:23 AM, Jewett, Stefanie < stefanie iewett@doioia.aov > wrote: 
Cindy- are you working today? If so is there a number I can reach you at to discuss? 

Stefanie 

On Wed, Mar 21, 2018 at 9:15 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hi, Brian. I called every Bureau FOIA Officer yesterday afternoon to share the (very limited) information I found 
out yesterday and to let them know we would be discussing this at Friday's meeting. 

I left anyone who didn't pick up a voicemail asking them to call me. 
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I look forward to speaking with everyone Friday, when I expected we will have more information. 
Thanks. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21, 2018 at 9:10 AM, May, Brian < bmay@usgs.aov > wrote: 

Good Morning Cindy, 

Yesterday, the USGS Chief of Staff informed me that we (bureaus, not just USGS) are required to provide the 
Department-level political appointees with a list of open (new) FOIA requests each week and with the 
packages to review prior to their release. I asked for more details about the latter and how we'll work out the 
process/logistics of the Department-level reviews prior to releasing records. Have you heard about this new' 
requirement and is the Department preparing any additional guidance for bureau FOIA Officers? Does die 
new policy impact all of us or only a select number of bureaus? Finally, will t hi s topic be on the Agenda for 
Friday's meeting? 

I'm teleworking this w r eek and have to attend Content Manager (webpage management) Training each 
afternoon. Thank you for your tune. 

Sincerely, 


brian 

Brian A May 

Freedom of Information Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of the Interior 

RR2.2 Research Park Drive 

Baltimore. MD 21228 

(443) 498-5521 (office) ** voicemail not working, best to reach me by email** 

( 443 ) 498-5510 (fax) 

bmav@usgs.gov 


Stefanie Jewett 

Associate Counsel / OIG FOIA Officer 

Office of Inspector General, Office of General Counsel 

U.S. Department of the Interior 

stefanie iewett@doioia.aov | office: (202) 208-0954 


"May, Brian" <bmay@usgs.gov> 

From: "May, Brian" <bmay@usgs.gov> 

Sent: Wed Mar 21 2018 07:29:26 GMT-0600 (MDT) 

To: "Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Re: Guidance Regarding Department-Level Political Appointee 
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Subject: 


Review Policy? 


great, thanks. My voicemail still doesn't work, the office closed early yesterday due to weather, and I'm teleworking 
because of the afternoon training. 


I'm available this week at 



Sincerely, 


brian 

Brian A. May 

Freedom of Information Act (FOIA) Officer 

FOIA Public Liaison 

U.S. Geological Survey 

Department of the Interior 

5522 Research Park Drive 

Baltimore, MD 21228 

(443) 498-5521 (office) ** voicemail not working, best to reach me by email** 

( 443 ) 498-5510 (fax) 

bmav@usgs.gov 


On Wed, Mar 21, 2018 at 9:15 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hi, Brian. I called every Bureau FOIA Officer yesterday afternoon to share the (very limited) information I found out 
yesterday and to let them know we would be discussing this at Friday's meeting. 

I left anyone who didn't pick up a voicemail asking them to call me. 

I look forward to speaking with everyone Friday, when I expected we will have more information. 

Thanks. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21,2018 at 9:10 AM, May, Brian < bmav@usas.aov > wrote: 

Good Morning Cindy, 

Yesterday, the USGS Chief of Staff informed me that we (bureaus, not just USGS) are required to provide the 
Department-level political appointees with a list of open (new) FOIA requests each week and with the packages 
to review prior to their release. I asked for more details about the latter and how we’ll work out the 
process/logistics of the Department-level reviews prior to releasing records. Have you heard about this new 
requirement and is the Department preparing any additional guidance for bureau FOIA Officers? Does the new 
policy impact all of us or only a select number of bureaus? Finally, will this topic be on the Agenda for Friday's 
meeting? 

I'm teleworking this week and have to attend Content Manager (webpage management) Training each afternoon. 
Thank you for your tune. 

Sincerely, 


brian 

Brian A. May 

Freedom of Information Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of the Interior 

5522 Research Park Drive 
Baltimore, MD 21228 

(443) 498-5521 (office) **voicemail not working, best to reach me by email** 

( 443 ) 498-5510 (fax) 

bmav@usgs.gov 
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"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

Subject: 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Wed Mar 21 2018 07:32:26 GMT-0600 (MDT) 

"May, Brian" <bmay@usgs.gov> 

Re: Guidance Regarding Department-Level Political Appointee 
Review Policy? 


Thanks, Brian. I tried calling just now, but it went to voicemail. I’ll try again later. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21, 2018 at 9:29 AM, May, Brian < bmav@usas.aov > wrote: 

great, thanks. My voicemail still doesn't work, the office closed early yesterday due to weather, and I'm teleworking 
because of the afternoon training. 


I'm available this week atl 


Sincerely, 


brian 

Brian A. May 

Freedom of Information Act (FOIA) Officer 
FOLA Public Liaison 
U.S. Geological Survey 
Department of the Interior 

5522 Research Park Drive 
Baltimore. MD 21228 

(443) 498-5521 (office) **voicemail not working, best to reach me by email** 

(443) 498-5510 (fax) 

bmav@usgs.gov 


On Wed, Mar 21, 2018 at 9:15 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hi, Brian. I called every Bureau FOIA Officer yesterday afternoon to share the (very limited) information I found 
out yesterday and to let them know we would be discussing this at Friday's meeting. 

I left anyone who didn't pick up a voicemail asking them to call me. 

I look forward to speaking with everyone Friday, when I expected we will have more information. 

Thanks. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21,2018 at 9:10 AM, May, Brian < bmav@usas.aov > wrote: 

Good Morning Cindy, 

Yesterday, the USGS Chief of Staff informed me that we (bureaus, not just USGS) are required to provide the 
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Department-level political appointees with a list of open (new) FOIA requests each week and with the 
packages to review prior to their release. I asked for more details about the latter and how we'll work out the 
process/logistics of the Department-level reviews prior to releasing records. Have you heard about this new 
requirement and is the Department preparing any additional guidance for bureau FOIA Officers? Does tire 
new policy impact all of us or only a select number of bureaus? Finally, will this topic be on the Agenda for 
Friday's meeting? 

I'm teleworking t his week and have to attend Content Manager (webpage management) Training each 
afternoon. Thank you for your time. 

Sincerely, 


briarr 

Brian A. May 

Freedom of Information Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of tire Interior 

5522 Research Park Drive 

Baltimore. MD 21228 

(443) 498-5521 (office) **voicemail not working, best to reach me by email** 

( 443 ) 498-5510 (fax) 

brnav@usgs.gov 


"Jewett, Stefanie" <stefanieJewett@doioig.gov> 


From: 

Sent: 

To: 

Subject: 


"Jewett, Stefanie" <stefanieJewett@doioig.gov> 

Wed Mar 21 2018 07:35:37 GMT-0600 (MDT) 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Re: Guidance Regarding Department-Level Political Appointee 
Review Policy? 


Hi Cindy-1 can be reached at 



Thank you! 


Stefanie 


On Wed, Mar 21, 2018 at 9:29 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

I am and I'd be happy to give you a call. 

This is what we played phone tag about yesterday afternoon. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21, 2018 at 9:23 AM, Jewett, Stefanie < stefanie jewett@doioig.gov > wrote: 
Cindy- are you working today? If so is there a number I can reach you at to discuss? 

Stefanie 
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On Wed, Mar 21, 2018 at 9:15 AM, Cafaro, Cindy < cindv cafaro@ios.doi.gov > wrote: 
Hi, Brian. I called every Bureau FOIA Officer yesterday afternoon to share the (very limited) information I 
found out yesterday and to let them know we would be discussing this at Friday's meeting. 

I left anyone who didn't pick up a voicemail asking them to call me. 

I look forward to speaking with everyone Friday, when I expected we will have more information. 

Thanks. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of 
the Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21, 2018 at 9:10 AM, May, Brian < bmav@usas.aov > wrote: 

Good Morning Cindy, 

Yesterday, the USGS Chief of Staff informed me that we (bureaus, not just USGS) are required to provide 
tire Department-level political appointees with a list of open (new) FOIA requests each week and with the 
packages to review prior to their release. I asked for more details about the latter and how we'll work out 
die process/logistics of the Department-level reviews prior to releasing records. Have you heard about t hi s 
new requirement and is the Department preparing any additional guidance for bureau FOIA Officer’s? Does 
tire new policy impact all of us or only a select number of bureaus? Finally, will this topic be on tire Agenda 
for Friday's meeting? 

I'm teleworking this week and have to attend Content Manager (webpage management) Training each 
afternoon. Thank you for your tune. 

Sincerely, 


briarr 

Brian A. May 

Freedom of Information Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of tire Interior 

5522 Research Park Drive 

Baltimore. MD 21228 

(443) 498-5521 (office) voicemail not working, best to reach nre by email** 

( 443 ) 498-5510 (fax) 

bmav@usgs.gov 


Stefanie Jewett 

Associate Counsel / OIG FOIA Officer 

Office of Inspector General, Office of General Counsel 

U.S. Department of the Interior 

stefanie iewett@doioia.aov | office: (202) 208-0954 


Stefanie Jewett 
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Associate Counsel / OIG FOIA Officer 


Office of Inspector General, Office of General Counsel 

U.S. Department of the Interior 

stefanie iewett@doioia.aov | office: (202) 208-0954 


"May, Brian" <bmay@usgs.gov> 


"May, Brian" <bmay@usgs.gov> 

Wed Mar 21 2018 07:35:37 GMT-0600 (MDT) 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Re: Guidance Regarding Department-Level Political Appointee 
Review Policy? 

Hi Cindy, I was on the phone, been a busy morning. 

I have a standing meeting with Litsa now, I should be available around n AM Eastern. Given the nature of the new 
policy. I'll plan on calling in to tomorrow's FOIA Officers Meeting. I have some concerns about the optics of the policy, 
but ultimately, I'd like to see it in writing and that's my main concern. 

Thank you. 

Sincerely, 


From: 

Sent: 

To: 

Subject: 


brian 

Brian A. May 

Freedom of Information Act (FOIA) Officer 

FOIA Public Liaison 

U.S. Geological Survey 

Department of the Interior 

5522 Research Park Drive 

Baltimore, MD 21228 

(443) 498-5521 (office) **voicemail not working, best to reach me by email** 

(443) 498-5510 (fax) 

bmav@usgs.gov 


On Wed, Mar 21, 2018 at 9:32 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Thanks, Brian. I tried calling just now, but it went to voicemail. I'll try again later. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21, 2018 at 9:29 AM, May, Brian < bmav@usgs.gov > wrote: 

great, thanks. My voicemail still doesn't work, the office closed early yesterday due to weather, and I'm 
teleworking because of the afternoon training. 


I'm available this week at 



Sincerely, 


brian 

Brian A. May 
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Freedom of Information Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of the Interior 

RR22. Research Park Drive 

Baltimore. MD 21228 

(443) 498-5521 (office) **voicemail not working, best to reach me by email** 

(443) 498-5510 (fax) 

bmav@uses.gov 


On Wed, Mar 21,2018 at 9:15 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hi, Brian. I called every Bureau FOIA Officer yesterday afternoon to share the (very limited) information I 
found out yesterday and to let them know we would be discussing this at Friday's meeting. 

I left anyone who didn't pick up a voicemail asking them to call me. 

I look forward to speaking with everyone Friday, when I expected we will have more information. 

Thanks. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of 
the Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21, 2018 at 9:10 AM, May, Brian < bmay@usgs.gov > wrote: 

Good Morning Cindy, 

Yesterday, the USGS Chief of Staff informed me that we (bureaus, not just USGS) are required to provide 
the Department-level political appointees with a list of open (new) FOIA requests each week and with the 
packages to review prior to then - release. I asked for more details about the latter and how we'll work out 
the process/logistics of the Department-level reviews prior to releasing records. Have you heard about tills 
new requirement and is the Department preparing any additional guidance for bureau FOLA Officers? Does 
the new policy impact all of us or only a select number of bureaus? Finally, will this topic be on the Agenda 
for Friday's meeting? 

I'm teleworking thi s week and have to attend Content Manager (webpage management) Training each 
afternoon. Thank you for your tune. 

Sincerely, 


brian 

Brian A May 

Freedom of I nf ormation Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of the Interior 

RR2.2 Research Park Drive 

Baltimore. MD 21228 

(443) 498-5521 (office) **voicemail not working, best to reach me by email** 

(443) 498-5510 (fax) 

bmav@uses.gov 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 
Wed Mar 21 2018 07:40:34 GMT-0600 (MDT) 


From: 

Sent: 
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To: 


Subject: 


"May, Brian" <bmay@usgs.gov> 

Re: Guidance Regarding Department-Level Political Appointee 
Review Policy? 


Hi, Brian. I'm on a call now too. I'll call you again at 11. Thanks for planning to call in to Friday's meeting. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21, 2018 at 9:35 AM, May, Brian < bmav@usas.aov > wrote: 

Hi Cindy, I was on the phone, been a busy morning. 

I have a standing meeting with Litsa now, I should be available around n AM Eastern. Given the nature of tire new 
policy. I'll plan on calling in to tomorrow's FOIA Officers Meeting. I have some concerns about the optics of the 
policy, but ultimately. I'd like to see it in writing and that's my main concern. 

Thank you. 

Sincerely, 


brian 

Brian A. May 

Freedom of Information Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of the Interior 

RR22 Research Park Drive 

Baltimore, MD 21228 

(443) 498-5521 (office) **voicemail not working, best to reach me by email** 
( 443 ) 498-5510 (fax) 
bmav@usgs. gov 


On Wed, Mar 21,2018 at 9:32 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Thanks, Brian. I tried calling just now, but it went to voicemail. I'll try again later. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21,2018 at 9:29 AM, May, Brian < bmav@usas.aov > wrote: 

great, thanks. My voicemail still doesn't work, the office closed early yesterday due to weather, and I'm 
teleworking because of the afternoon training. 


I’m available this week atl 


Sincerely, 


brian 

Brian A. May 

Freedom of Information Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of the Interior 

5522 Research Park Drive 
Baltimore. MD 21228 
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(443) 498-5521 (office) **voicemail not working, best to reach me by email** 

(443) 498-5510 (fax) 

bmav@usgs.gov 


On Wed, Mar 21,2018 at 9:15 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 
Hi, Brian. I called every Bureau FOIA Officer yesterday afternoon to share the (very limited) information I 
found out yesterday and to let them know we would be discussing this at Friday's meeting. 

I left anyone who didn't pick up a voicemail asking them to call me. 

I look forward to speaking with everyone Friday, when I expected we will have more information. 

Thanks. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of 
the Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21, 2018 at 9:10 AM, May, Brian < bmay@usgs.aov > wrote: 

Good Morning Cindy, 

Yesterday, the USGS Chief of Staff informed me that we (bureaus, not just USGS) are required to provide 
the Department-level political appointees with a list of open (new) FOIA requests each week and with 
the packages to review prior to their release. I asked for more details about the latter and how we'll work 
out the process/logistics of the Department-level reviews prior to releasing records. Have you heard 
about this new requirement and is the Department preparing any additional guidance for bureau FOIA 
Officer’s? Does the new policy impact all of us or only a select number of bureaus? Finally, will t hi s topic 
be on the Agenda for Friday's meeting? 

I'm teleworking this week and have to attend Content Manager (webpage management) Training each 
afternoon. Thank you for your tune. 

Sincerely, 


brian 

Brian A May 

Freedom of Information Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of the Interior 

^22 Research Park Drive 

Baltimore. MD 21228 

(443) 498-5521 (office) **voicemail not working, best to reach nre by email** 

(443) 498-5510 (fax) 

btnav@usgs.gov 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

Subject: 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Wed Mar 21 2018 07:41:26 GMT-0600 (MDT) 

"Jewett, Stefanie" <stefanieJewett@doioig.gov> 

Re: Guidance Regarding Department-Level Political Appointee 
Review Policy? 
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Thanks! I'm on call right now, but will call you ASAP. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 


Direct: 202-208-5342 | Main: 202-208-3181 


On Wed, Mar 21, 2018 at 9:35 AM, Jewett, Stefa nie < stefanie iewett@doioia.aov > wrote: 
Hi Cindy-1 can be reached at 


Thank you! 


Stefanie 


On Wed, Mar 21,2018 at 9:29 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

I am and I'd be happy to give you a call. 

This is what we played phone tag about yesterday afternoon. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21,2018 at 9:23 AM, Jewett, Stefanie < stefanie jewett@doioig.gov > wrote: 
Cindy- are you working today? If so is there a number I can reach you at to discuss? 

Stefanie 

On Wed, Mar 21, 2018 at 9:15 AM, Cafaro, Cindy < cindv cafaro@ios.doi.gov > wrote: 

Hi, Brian. I called every Bureau FOIA Officer yesterday afternoon to share the (very limited) information I 
found out yesterday and to let them know we would be discussing this at Friday's meeting. 

I left anyone who didn't pick up a voicemail asking them to call me. 

I look forward to speaking with everyone Friday, when I expected we will have more information. 

Thanks. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of 
the Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21, 2018 at 9:10 AM, May, Brian < bmay@usgs.gov > wrote: 

Good Morning Cindy, 

Yesterday, the USGS Chief of Staff informed me that we (bureaus, not just USGS) are required to provide 
the Department-level political appointees with a list of open (new) FOIA requests each week and with 
the packages to review prior to their release. I asked for more details about the latter and how we'll work 
out die process/logistics of die Department-level reviews prior to releasing records. Have you heard 
about tiiis new requirement and is the Department preparing any additional guidance for bureau FOIA 
Officers? Does the new policy impact all of us or only a select number of bureaus? Finally, will this topic 
be on die Agenda for Friday's meeting? 

I'm teleworking tiiis week and have to atiend Content Manager (webpage management) Training each 
afternoon. Thank you for your tim e. 

Sincerely, 
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brian 

Brian A. May 

Freedom of Information Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of the Interior 

RR 22 Research Park Drive 

Baltimore. MD 21228 

(443) 498-5521 (office) ** voice mail not working, best to reach me by email** 

( 443 ) 498-5510 (fax) 

bmav@uses.gov 


Stefanie Jewett 

Associate Counsel / OIG FOIA Officer 

Office of Inspector General, Office of General Counsel 

U.S. Department of the Interior 

stefanie iewett@doioia.aov | office: (202) 208-0954 


Stefanie Jewett 

Associate Counsel / OIG FOIA Officer 

Office of Inspector General, Office of General Counsel 

U.S. Department of the Interior 

stefanie iewett@doioia.aov | office: (202) 208-0954 


"Jewett, Stefanie" <stefanieJewett@doioig.gov> 


"Jewett, Stefanie" <stefanieJewett@doioig.gov> 

Wed Mar 21 2018 07:43:12 GMT-0600 (MDT) 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Re: Guidance Regarding Department-Level Political Appointee 
Review Policy? 

Thanks! 

Stefanie 

On Wed, Mar 21, 2018 at 9:41 AM, Cafaro, Cindy < cindy cafaro@ios.doi.gov > wrote: 

Thanks! I'm on call right now, but will call you ASAP. 


From: 

Sent: 

To: 

Subject: 
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Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 


Direct: 202-208-5342 | Main: 202-208-3181 


On Wed, Mar 21 , 2018 at 9:35 AM. Jewett. Stef anie < stefanie jewett@doioig.gov > wrote: 
Hi Cindy- 1 can be reached atP" 


Thank you! 


Stefanie 


On Wed, Mar 21,2018 at 9:29 AM, Cafaro, Cindy < cindv cafaro@ios.doi.gov > wrote: 

I am and I'd be happy to give you a call. 

This is what we played phone tag about yesterday afternoon. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of 
the Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21, 2018 at 9:23 AM, Jewett, Stefanie < stefanie iewett@doioia.aov > 
wrote: 

Cindy- are you working today? If so is there a number I can reach you at to discuss? 
Stefanie 

On Wed, Mar 21,2018 at 9:15 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 
Hi, Brian. I called every Bureau FOIA Officer yesterday afternoon to share the (very limited) information 
I found out yesterday and to let them know we would be discussing this at Friday's meeting. 

I left anyone who didn't pick up a voicemail asking them to call me. 

I look forward to speaking with everyone Friday, when I expected we will have more information. 
Thanks. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department 
of the Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21, 2018 at 9:10 AM, May, Brian < bmav@usas.aov > wrote: 

Good Morning Cindy, 

Yesterday, the USGS Chief of Staff informed me that we (bureaus, not just USGS) are required to 
provide the Department-level political appointees with a list of open (new) FOIA requests each week 
and with the packages to review prior to their release. I asked for more details about the latter and 
how we'll work out the process/logistics of the Department-level reviews prior to releasing records. 
Have you heard about this new requirement and is the Department preparing any additional guidance 
for bureau FOIA Officers? Does the new policy impact all of us or only a select number of bureaus? 
Finally, will this topic be on the Agenda for Friday’s meeting? 

I'm teleworking tins week and have to attend Content Manager (webpage management) Training each 
afternoon. Thank you for your time. 

Sincerely, 


brian 
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Brian A. May 

Freedom of Information Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of the Interior 

5522 Research Park Drive 

Baltimore. MD 21228 

(443) 498-5521 (office) **voicemail not working, best to reach me by email** 

(443) 498-5510 ffax) 

bmav@usgs.gov 


Stefanie Jewett 

Associate Counsel / OIG FOIA Officer 

Office of Inspector General, Office of General Counsel 

U.S. Department of the Interior 

stefanie iewett@doioia.aov | office: (202) 208-0954 


Stefanie Jewett 

Associate Counsel / OIG FOIA Officer 

Office of Inspector General, Office of General Counsel 

U.S. Department of the Interior 

stefanie iewett@doioia.aov | office: (202) 208-0954 


Stefanie Jewett 

Associate Counsel / OIG FOIA Officer 

Office of Inspector General, Office of General Counsel 

U.S. Department of the Interior 

stefanie iewett@doioia.aov | office: (202) 208-0954 

"Wilson, Charis" <charis wilson@nps.gov> 

From: "Wilson, Charis" <charis_wilson@nps.gov> 

Sent: Wed Mar 21 2018 07:59:12 GMT-0600 (MDT) 
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To: 


CC: 


Subject: 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

"May, Brian" <bmay@usgs.gov>, Lance Purvis 
<lance.purvis@sol.doi.gov>, Andrea Quick 
<andrea_quick@nps.gov>, "Awoniyi, Oladele" 
<oawoniyi@osmre.gov>, Curtis Pierce <cpierce@usbr.gov>, 
"Alspach, David" <david_alspach@ios.doi.gov>, Cathy Willis 
<cathy.willis@sol.doi.gov>, Veronica Herkshan 
<veronica_herkshan@ost.doi.gov>, "Caro, Jesus (Jesse)" 
<jcaro@usbr.gov>, Ryan Witt <rwitt@blm.gov>, Moshay Simpson 
<msimpson@osmre.gov>, Clarice Julka 
<clariceJulka@ios.doi.gov>, "Hyde-Michaels, Carrie" 
<carrie_hyde-michaels@fws.gov>, Stefanie Jewett 
<stefanieJewett@doioig.gov>, "Lukens, Rachel" 
<rachel_lukens@oha.doi.gov>, "Tinker, Dorothy J" 
<dorothy.tinker@bsee.gov>, Jessica Rogers 
<jessica.rogers@bia.gov>, Patricia Kemp 
<patricia_kemp@ost.doi.gov>, Robert Howarth 
<robert_howarth@ios.doi.gov>, Darrell Strayhorn 
<darrell.strayhorn@sol.doi.gov>, Natasha Alcantara 
<natasha.alcantara@boem.gov>, Darrell Bright 
<darrell_bright@ios.doi.gov>, "Heindl, Jennifer" 
<jennifer.heindl@sol.doi.gov>, Gabriel Lohr 
<gabriel.lohr@sol.doi.gov>, Mildred Washington 
<mildred_washington@doioig.gov>, Juliette Lillie 
<juliette_lillie@ios.doi.gov>, "Mayberry, Laura" 
<laura.mayberry@sol.doi.gov> 

Re: Guidance Regarding Department-Level Political Appointee 
Review Policy? 


Hi Cindy, 

As an FYI, if one of the requirements is a list of the new requests received each week from all the bureaus, I think it 
might make more sense to have that come from you and or Rob. 

C. 


Ms. Charis Wilson, Ph,D., CRM 

NPS FOIA Officer 

12795 W. Alameda Parkway 

PO Box 25287 

Denver, CO 80225-0287 

303-969-2959 

Fax: 303-969-2557 

1-855-NPS-FOIA 

"What we find changes who we become." - Peter Morville 

"The historian works with records...there is no substitute for records: no records, no history." - 
Paraphrasing Langlois & Seignobos (1903) 

"Let us be guardians, not gardeners" - Unknown, From 1963 Living Wilderness editorial - 
Attributed to Adolph Murie 


On Wed, Mar 21,2018 at 7:15 AM, Cafaro, Cindy < cindv cafaro@ios.doi.gov > wrote: 

Hi, Brian. I called every Bureau FOIA Officer yesterday afternoon to share the (very limited) information I found out 
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yesterday and to let them know we would be discussing this at Friday's meeting. 

I left anyone who didn't pick up a voicemail asking them to call me. 

I look forward to speaking with everyone Friday, when I expected we will have more information. 
Thanks. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21,2018 at 9:10 AM, May, Brian < bmav@usas.gov > wrote: 

Good Morning Cindy, 

Yesterday, the USGS Chief of Staff informed me that we (bureaus, not just USGS) are required to provide the 
Department-level political appointees with a list of open (new) FOIA requests each week and with the packages 
to review prior to their release. I asked for more details about the latter and how we'll work out the 
process/logistics of Hie Department-level reviews prior to releasing records. Have you heard about this new 
requirement and is Hie Department preparing any additional guidance for bureau FOIA Officers? Does die new 
policy impact all of us or only a select number of bureaus? Finally, will diis topic be on the Agenda for Friday's 
meeting? 

I'm teleworking this week and have to ariend Content Manager (webpage management) Training each afternoon. 
Thank you for your time. 

Sincerely, 


brian 

Brian A. May 

Freedom of Information Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of die Interior 

RR2.2 Research Park Drive 

Baltimore. MD 21228 

(443) 498-5521 (office) **voicemail not working, best to reach me by email** 

( 443 ) 498-5510 (fax) 

bmav@usgs.gov 


"Hyde-Michaels, Carrie" <carrie hyde-michaels@fws.gov> 

From: "Hyde-Michaels, Carrie" <carrie_hyde-michaels@fws.gov> 

Sent: Wed Mar 21 2018 09:33:23 GMT-0600 (MDT) 

To: "Wilson, Charis" <charis_wilson@nps.gov> 

"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov>, "May, Brian" 
<bmay@usgs.gov>, Lance Purvis <lance.purvis@sol.doi.gov>, 
Andrea Quick <andrea_quick@nps.gov>, "Awoniyi, Oladele" 
<oawoniyi@osmre.gov>, Curtis Pierce <cpierce@usbr.gov>, 
"Alspach, David" <david_alspach@ios.doi.gov>, Cathy Willis 
<cathy.willis@sol.doi.gov>, Veronica Herkshan 
<veronica_herkshan@ost.doi.gov>, "Caro, Jesus (Jesse)" 
<jcaro@usbr.gov>, Ryan Witt <rwitt@blm.gov>, Moshay Simpson 
<msimpson@osmre.gov>, Clarice Julka 
<clariceJulka@ios.doi.gov>, Stefanie Jewett 
<stefanieJewett@doioig.gov>, "Lukens, Rachel" 
<rachel_lukens@oha.doi.gov>, "Tinker, Dorothy J" 
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<dorothy.tinker@bsee.gov>, Jessica Rogers 
<jessica.rogers@bia.gov>, Patricia Kemp 
<patricia_kemp@ost.doi.gov>, Robert Howarth 
<robertJiowarth@ios.doi.gov>, Darrell Strayhorn 
<darrell.strayhorn@sol.doi.gov>, Natasha Alcantara 
<natasha.alcantara@boem.gov>, Darrell Bright 
<darrell_bright@ios.doi.gov>, "Heindl, Jennifer" 
<jennifer.heindl@sol.doi.gov>, Gabriel Lohr 
<gabriel.lohr@sol.doi.gov>, Mildred Washington 
<mildred_washington@doioig.gov>, Juliette Lillie 
<juliette_lillie@ios.doi.gov>, "Mayberry, Laura" 
<laura.mayberry@sol.doi.gov> 

Re: Guidance Regarding Department-Level Political Appointee 
Review Policy? 

That's a great idea, Charis. It definitely makes sense for the list of new requests to be generated 
centrally. 

Carrie Hyde-Michaels 
FWS FOIA Officer 

Chief, Branch of FOIA, Records, Privacy 
US Fish & Wildlife Service Fleadquarters 
703-358-2291 (direct) 

On Wed, Mar 21, 2018 at 9:59 AM, Wilson, Charis < charis wilson@nps.aov > wrote: 

Hi Cindy, 

As an FYI, if one of the requirements is a list of the new requests received each week from all the bureaus, I think it 
might make more sense to have that come from you and or Rob. 

C. 


CC: 


Subject: 


Ms. Charis Wilson, Ph,D., CRM 

NPS FOIA Officer 

12795 W. Alameda Parkway 

PO Box 25287 

Denver, CO 80225-0287 

303-969-2959 

Fax: 303-969-2557 

1-855-NPS-FOIA 

"What we find changes who we become." - Peter Morville 

"The historian works with records...there is no substitute for records: no records, no history." - 
Paraphrasing Langlois & Seignobos (1903) 

"Let us be guardians, not gardeners" - Unknown, From 1963 Living Wilderness editorial - 
Attributed to Adolph Murie 


On Wed, Mar 21, 2018 at 7:15 AM, Cafaro, Cindy < cindv cafaro@ios.doi.gov > wrote: 

Hi, Brian. I called every Bureau FOIA Officer yesterday afternoon to share the (very limited) information I found 
out yesterday and to let them know we would be discussing this at Friday's meeting. 

I left anyone who didn't pick up a voicemail asking them to call me. 

I look forward to speaking with everyone Friday, when I expected we will have more information. 

Thanks. 


OS-2018-00959-00749 








Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the 
Interior 

Direct: 202-208-5342 | Main: 202-208-3181 

On Wed, Mar 21, 2018 at 9:10 AM, May, Brian < bmav@usgs.aov > wrote: 

Good Morning Cindy, 

Yesterday, the USGS Chief of Staff informed me that we (bureaus, not just USGS) are required to provide die 
Department-level political appointees with a list of open (new) FOIA requests each week and with the 
packages to review prior to their release. I asked for more details about the latter and how we'll work out the 
process/logistics of the Department-level reviews prior to releasing records. Have you heard about this new 
requirement and is the Department preparing any additional guidance for bureau FOIA Officers? Does tire 
new policy impact all of us or only a select number of bureaus? Finally, will this topic be on the Agenda for 
Friday's meeting? 

I'm teleworking this week and have to attend Content Manager (webpage management) Training each 
afternoon. Thank you for your tune. 

Sincerely, 


briarr 

Brian A. May 

Freedom of Information Act (FOIA) Officer 
FOIA Public Liaison 
U.S. Geological Survey 
Department of tire Interior 

5S22 Research Park Drive 

Baltimore. MD 21228 

(443) 498-5521 (office) * * voicemail not working, best to reach me by email** 

( 443 ) 498-5510 (fax) 

bmav@usgs.gov 
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I Conversation Contents 

Re: Guidance re: Text Messages 


"Cafaro, Cindy" <cindy cafaro@ios.doi.gov> 


From: 

Sent: 

To: 

CC: 

Subject: 


"Cafaro, Cindy" <cindy_cafaro@ios.doi.gov> 

Mon Oct 23 2017 09:18:50 GMT-0600 (MDT) 

"Murphy, Timothy" <timothy.murphy@sol.doi.gov> 

"Heindl, Jennifer" <jennifer.heindl@sol.doi.gov>, Tony Irish 
<tony.irish@sol.doi.gov>, Rachel Spector 
<rachel.spector@sol.doi.gov>, "Small, Gurney" 
<gurney.small@sol.doi.gov> 

Re: Guidance re: Text Messages 


Hi, everyone. I'm copying my earlier response to Gurney below, so we all have the same information, and would be happy 
to discuss this further. 


Thanks. 

On Wed, Oct 18, 2017 at 10:05 AM, Cafaro, Cindy < cindv cafaro@ios.doi.aov > wrote: 

Hi, Gurney. In a nutshell, texts are electronic records--just like emails. Responsive agency 
records (including electronic records) must be searched for and processed. I suggest taking a 
quick look at sections 4.1 and 4.2 of the FOIA Handbook . 

As to your second question, FOIA requests calling for emails to a specific employee do encompass "cc" "bcc" and 
forwarded emails to the named person, and should be reviewed for possible release (it is a possible a FOIA exemption 
may protect some or all of the information and that foreseeable harm would occur if the information was released, but the 
emails would be responsive to the request). 

Does this help? 

Thanks. 


Cindy Cafaro | Departmental Freedom of Information Act Officer | US Department of the Interior 
Direct: 202-208-5342 | Main: 202-208-3181 

On Mon, Oct 23, 2017 at 11:13 AM, Murphy, Timothy < timothv.murphv@sol.doi.aov > wrote: 

+Tony and Rachel 

I don't think we have issued anything on buying tech or using an IT person, though text 
issues have come up fairly often. 

On Mon, Oct 23, 2017 at 9:53 AM, Heindl, Jennifer < jennifer.heindl@sol.doi.aov > wrote: 

Hi Gurney, 

I do not think we have opined on this. I think we have pondered it a bit, and I am ccing Tim 
Murphy and Cindy Cafaro in case they have thoughts, but I don't recall us reaching a lot of 
conclusions. 



Thanks, 
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Jennifer 


Jennifer A. Heindl 

Attorney Advisor 

Office of the Solicitor 

Division of General Law 

Branch of General Legal Services 

Voice: 202-208-7094 

Fax: 202-219-1790 

This e-mail (including any attachments) is intended for the use of the individual or entity to whom or which it is addressed. It may contain information 
that is privileged, confidential, or o herwise protected by applicable law. If you are not the intended recipient or the employee or agent responsible for 
delivery of this e-mail to the intended recipient, you are hereby notified that any dissemination, distribution, copying, or use of this e-mail or its contents 
is strictly prohibited. If you have received this e-mail in error, please notify the sender immediately and destroy all copies. Thank you. 


On 19 October 2017 at 16:54, Small, Gurney < aurnev.small@sol.doi.aov > wrote: 

Good afternoon Jennifer, 


Has Gen Law provided any guidance or protocol on whether agencies have to purchase the 
technology (if they do not already possess the capability) or involve an information 
technology professional to recover and release text messages if they are responsive to a FOIA 
request? 

I am assisting BSEE who has received numerous FOIA requests for text messages. 

BSEE IT states they do not have the ability to retrieve text messages because "text messages 
go over the phone carrier cellular network. We have no way of collecting or storing 
messages." 

I located some discussion of the issue within the DOJ FOIA Handbook. The FOIA requires 
agencies when searching electronic databases to make "reasonable efforts" to search for 
requested records in electronic form or format "except when such efforts would significantly 
interfere with the operation of the agency's automated information system." 5. U.S.C. § 552 
(a)(3)(c). Yet, courts have differed in whether an agency's involvement of information 
technology professionals is required to perform a reasonable search for records. They have 
firmly recognized the challenge agencies face when conducting searches for records 
maintained in obsolete electronic media. Fox News Network u. Bd. of Governors of the Fed. 
Reserve Sys., 639 F. Supp. 2d 384, 397 (S.D.N.Y. 2009) (holding that agency's "failure to use 
computer experts to search for [deleted] files does not render the search inadequate"). 

Courts may refuse to require agency to undertake "an enormous effort that may not even 
work to try to convert [obsolete] computer files that nobody knows how to read now to 
provide information that [plaintiff] would like to have." See Lepelletier v. FDIC, No. 96- 
1363, transcript at 8 (D.D.C. Mar. 3, 2000). 

The two cases cited above contain subsequent negative appellate analysis; 
therefore, the rationale that it is unreasonable for BSEE IT to collect or store text 
messages because they go through a carrier cellular network may not be a very strong one. If 
BSEE does not have the technology, should one suggest taking a screen shot of the text and 
then emailing it to a department email address to create a record? 

Kindest regards, 

Gurney 
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Gurney S. Small 

Office of the Solicitor 

U.S. Department of the Interior 

1849 C Street NW 

Mail Stop 5358 
Washington, DC 20240 
Telephone: (202) 208-5961 
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